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Introduction

The continuing preponderance of armed conflict in many parts of the world
presents a serious challenge to the collection of information on human rights
and violations of international humanitarian law. In the areas in which the most
horrific violations are taking place, the international community’s knowledge of

the situation on the ground is often the poorest.

Monitoring, documentation and reporting form the back-
bone of human rights work. Credible human rights data is
the basis upon which governments and individual perpe-
trators of violations can be held accountable, victims appro-
priately supported and compensated, and effective
interventions designed to prevent future abuses. Only
through ongoing monitoring, documentation and reporting
can human rights norms and the protections of interna-
tional humanitarian law (IHL - the law governing armed
conflict) be transformed from abstract principles into lived
realities.

However, investigative or fact-finding missions, the main
mechanism through which international organizations ar-
rive at information about human rights and IHL violations
in conflict zones, are often paralyzed by their inability to ac-
cess the territories in which abuses are alleged to have oc-
curred. From Iraq and Syria, to Eritrea, Libya, Afghanistan,
and South Sudan, protracted instability combined with fre-
quent hostility from governments has prevented interna-
tional fact-finders from fulfilling their mandates.

This does not mean that human rights and IHL monitoring
is not taking place. Armed with new technological tools such

as mobile phones and video cameras, local activists and or-
dinary civilians alike are recording events as they unfold
around them, and already providing most of what we know
about the human rights situation in hard-to-reach areas.
Thanks to new media platforms, reports uploaded from a
conflict zone can reach an international audience nearly in-
stantaneously. Yet there is still a great deal of skepticism in
official circles about the reliability of information produced
by local civil society. There is still a strong bias in favour of
information coming from traditional actors, even when
those sources have proved unreliable or ineffective at pro-
viding timely and complete information.

This report is about harnessing developments already in
motion internationally to produce better information about
human rights and IHL violations in situations affected by
conflict. Its main contention is that local civil society actors
can be enabled, with the help of modern technology, to be-
come central actors in the processes of monitoring, docu-
mentation and reporting. Empowering local activists has
not only practical value, in that these activists often have
the closest access to victims of violations, but normative
value as well, because it makes monitoring more inclusive,
participatory, and meaningful to local populations. The
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basis of this report is the experience of the Cease-
fire Centre for Civilian Rights and Minority Rights
Group International in implementing a system of
civilian-led monitoring in Iraq between 2014 and
2017, which is presented as a case study to illus-
trate one possible application of the approach put
forward throughout the report.

The conclusions and recommendations of this re-
port also draw on an expert seminar that took
place at the Villa Moynier in Geneva in June 2017,
which looked at the developing practice of civil-
ian-led monitoring and considered a draft version
of the report. The seminar brought together NGO
leaders pioneering civilian-led monitoring in
Syria, Iraq, Yemen and other armed conflicts with
senior representatives from the UN Office of the
High Commissioner for Human Rights, the Inter-
national Committee of the Red Cross, the Interna-
tional Humanitarian Fact-Finding Commission,
Geneva Call, the Institute for International Hu-
manitarian Law, academic and civil society ex-
perts and governments with an interest in
promoting the implementation of IHL. The author
and publishers are very grateful to seminar par-
ticipants for the many insights gained, but retain
full responsibility for the contents of the report, in-
cluding any mistakes or omissions.

In Chapter 1, we provide an introduction to human
rights monitoring, documentation and reporting
and discuss the traditional approach to these pro-

Thanks to new media platforms,
reports uploaded from a conflict zone
can reach an international audience
nearly instantaneously. Yet there is

still a great deal of scepticism in
official circles about the reliability of
information produced by local civil

society

cesses by examining the work of international in-
vestigative and fact-finding missions. In Chapter 2,
we trace two parallel developments- the rise of civil
society, and advancements in technology — and dis-
cuss how these are shaping the conduct of human
rights work worldwide and consider their potential
for enhancing the monitoring of IHL. In Chapter 3,
we propose a model of civilian-led monitoring and
present our case study, showing how the model was
deployed to enhance violations monitoring in Iraq.
In Chapter 4, we outline some of the main chal-
lenges of civilian-led monitoring and discuss how
to address them. Finally, in Chapter 5, we tackle the
question of how civilian-led monitoring can be used
to support judicial processes and other means of se-
curing reparation and accountability for violations.
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The traditional
approach to human
rights fact-finding

Promoting respect for human rights and IHL requires the systematic collection of
information on violations, in order to hold duty bearers to their commitments.
More specifically, human rights work has come to depend heavily on the three

important and connected processes of monitoring, documentation and reporting.

Monitoring,
documentation, and
reporting

A major feature of international politics since the mid-
twentieth century has been the emergence, expansion and
consolidation of the international human rights regime.
The landmark development in this regard was the adoption
of the Universal Declaration of Human Rights (UDHR) in
1948, which was followed in the decades to come by a suc-
cession of binding treaties, including the International
Covenant on Civil and Political Rights (ICCPR) and the In-
ternational Covenant on Economic, Social and Cultural
Rights (ICESCR), both adopted in 1966. Today, a total of nine
treaties are considered to make up the core instruments of
human rights law.

In addition to human rights law, a second branch of inter-
national law known as international humanitarian law is
governed primarily by the Hague and Geneva Conventions,
adopted between 1864 and 1949, and subsequent instru-
ments. International humanitarian law governs the con-
duct of hostilities and the protection of civilians and other
non-combatants. Unlike human rights law, international

humanitarian law comes into play only during situations
of armed conflict.

The emergence of both international human rights and hu-
manitarian law has placed restrictions on the conduct of
states and other parties to conflict and created agreed-upon
standards against which their behaviour can be assessed.
However, a state’s accession to one or more instruments
has rarely been sufficient to guarantee that the rights of its
citizens, or others within its jurisdiction, will be respected.
Across the globe, violations remain pervasive. Conse-
quently, promoting respect for human rights and IHL re-
quires the systematic collection of information on
violations, in order to hold duty bearers to their commit-
ments. More specifically, human rights work has come to
depend heavily on the three important and connected pro-
cesses of monitoring, documentation and reporting.

Monitoring can be described as the on-going observation
of the state of human rights in a given context. It involves
the continuous and long-term analysis of trends in order to
detect patterns of violations and identify areas for inter-
vention and improvement." Monitoring information en-
ables comparisons across time, helping to identify upsurges
or decreases in violations, as well as across contexts, allow-
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ing human rights violations to be put in wider regional or
global perspective. Moreover, it can be argued that moni-
toring has a deterrent effect, helping to prevent violations
through on-going observation and data collection.?

Documentation, on the other hand, entails the recording,
analysis and preservation of data concerning individual al-
legations of human rights violations. Documentation often
plays an important role after situations of mass violations,
helping communities to deal with past abuses, prosecute
perpetrators, compensate victims and establish a culture of
human rights for the future.* However, documentation is
not limited to scenarios of mass violations, nor is it neces-
sarily a retrospective activity. At its core, documentation in-
volves the compilation of data about human rights
violations and its presentation in a format that can be used
to effect change.

Reporting refers to the submission of information about
human rights violations in an accessible form to concerned
parties, which could include local or regional authorities,
national governments, or international institutions. The
goal of reporting is generally to prompt a response from
the very parties with the power to change the situation.

The interrelated processes of monitoring, documentation
and reporting are carried out by a plethora of actors, rang-
ing from individuals and civil society organizations, to
United Nations special mechanisms and country offices, to
diplomatic missions. Such activities are on-going in a vari-
ety of contexts, whether in peacetime or in war, in coun-
tries with relatively strong human rights records as well as
in the most repressive states.

The fact-finding
mission model

In situations of acute conflict or escalating abuse, one of the
main ways in which the international community arrives
at information about violations of human rights law and
international humanitarian law is through the creation of
fact-finding missions (also referred to as investigative mis-
sions, commissions of inquiry, or commissions of experts).

In recent decades, fact-finding missions have become a sta-
ple of the international landscape. UN special rapporteurs
and other special procedures of the UN Human Rights
Council regularly undertake such missions, under their
thematic or country-specific mandates, and the subse-
quent publication of their reports has become established
as a major tool of international scrutiny of a country’s
human rights record.

Fact-finding missions have also been established to look
specifically at violations of IHL. An early example was the
1913 International Commission to Inquire into the Causes
and Conduct of the Balkan Wars, established in 1913 by the
Carnegie Endowment for International Peace to investigate
violations of international law and potential war crimes
committed during the Second Balkan War. However, the
emergence of such missions in their modern form can be
pinpointed to the establishment of the Commission of Ex-
perts for the Former Yugoslavia by the UN Security Council
in 1992.

Since then, fact-finding missions, sometimes with terms of
reference that include both violations of human rights and
IHL, have increased in frequency. While the various organs
of the UN (including the Security Council, the General As-
sembly and the Human Rights Council) remain the main
creators of fact-finding missions, such missions are also fre-
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quently established by regional actors, including
the African Union, the Arab League, the Organi-
zation for Security and Cooperation in Europe,
and the European Union, and the larger non-gov-
ernmental organizations (such as Amnesty Inter-
national and the International Federation for
Human Rights).

Fact-finding is generally defined as a ‘method of
ascertaining facts™ about alleged incidents of
human rights concern. It involves ‘the collection
of information that either proves or disproves
that the incident occurred” in order to settle dis-
putes about possible human rights violations. Es-
sentially, fact-finders are making judgments
about incidents alleged to have occurred in the
past.® Historically, fact-finding missions were usu-
ally launched after the end of a period of conflict.
However, it is becoming more and more common
today to deploy missions soon after an initial
eruption of tensions, and while violations and
even active hostilities are still on-going.’

In general, fact-finding missions will travel to the
country in question for an appointed period of
time; interview witnesses and record their testi-
monies; examine physical evidence; sort through
already existent fact-finding work carried out by
NGOs and other actors; and publish their conclu-
sions in the form of a report.® However, the spe-
cific functions that a fact-finding mission carries
out are determined by the mission’s mandate,
which is specified upon its creation. Mandates
vary widely - from investigating a single event,
for example, to investigating ‘all violations of in-
ternational human rights law and international
humanitarian law’® within a given territory or by
a given actor. Commonly, international human
rights law or international humanitarian law
serves as the frame of reference against which
fact-finders are mandated to assess their findings
and frame their conclusions.™

The selection of members of fact-finding missions
is governed by the need for missions to be neu-
tral, impartial and independent.’* Potential com-
mission members who are deemed to have
pre-existing biases that would taint the work of
the mission are therefore excluded. The chosen
commissioners are generally widely regarded ex-
perts in human rights and international law, re-
flecting a trend towards professionalization
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within the human rights field."”> However, com-
missioners do not necessarily have expertise in
the country in question. In fact, nationals of the
country in question are sometimes not eligible to
serve on fact-finding missions due to their per-
ceived potential to be biased.*

Since fact-finders work in contexts where narra-
tives of events are heavily contested, they must
apply methodological standards to separate facts
from rumours and propaganda. Chief among
these is the use of standards of proof (also called
degrees of certainty) to determine which facts
can be considered to have occurred and can be
included in the final report. Fact-finding mis-
sions do not always explicitly state the standard
of proof being used, although different standards
of proof can be deduced from the language used
in presenting information in the report. In gen-
eral, the standard of proof used by fact-finders is
lower than the ‘beyond reasonable doubt’ stan-
dard used in criminal proceedings. The more
common standard is ‘balance of probabilities’
(also called ‘preponderance of evidence’), which
is satisfied when the evidence supporting a find-
ing outweighs the evidence against it."* Due to
certain considerations, however, fact-finders
may apply stricter or looser standards of proof,
as the case may require. For example, when ex-
tremely serious violations are under considera-
tion, which may lead to criminal charges,
fact-finders may apply a stricter standard of
proof to prevent undue repercussions from
falling on wrongly-accused perpetrators.”®> On
the other hand, in situations when access to in-
formation is seriously hindered by government
hostility or other factors, fact-finders may opt for
a more lax standard of proof to prevent the ex-
clusion of potentially important, but difficult to
prove information.*®

Unlike criminal courts or disciplinary tribunals,
fact-finding missions are generally not tasked
with determining individual responsibility for vi-
olations. Nonetheless, by making conclusions as
to whether international normative standards
have been violated, they do engage in significant
legal interpretation and assessment."” Moreover,
the conclusions of fact-finding missions are often
used as the starting point for subsequent judicial
proceedings.’ As such, fact-finding missions can
be said to perform a probative function.
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Limitations of the
traditional approach

At their best, fact-finding missions can produce
authoritative information about violations, clear
up controversies, influence public opinion, spur
the international community to action, and lead
to reparations for victims and accountability and
prosecution of perpetrators. Today’s fact-finding
missions benefit from decades of experience,
which has generated an ever-growing body of
best practices and methodological guidelines that
have helped missions to standardize their con-
duct and avoid some of the pitfalls faced in the
past. Nevertheless, the investigative mission
model is subject to several important, inherent
limitations that have not decreased in promi-
nence over time. These challenges have often im-
peded missions’ abilities to effectively carry out
their work and produce their intended results.

The first and foremost of these challenges is re-
lated to the difficulties fact-finders often face in
accessing the territories in question. Security con-
cerns and on-going conflict frequently preclude
the possibility of fact-finding missions physically
visiting the territories where violations are al-
leged to have taken place. For example, the
OHCHR fact-finding mission mandated to investi-
gate ISIS violations in Iraq in 2014 was forced to
limit its activities to the Kurdistan region and was
unable to travel to areas of Kirkuk and Ninewa
governorates where violations had occurred.’® Ac-
cess is also frequently denied to fact-finders when
the government in question is hostile to the aims
of the mission. This is the case of the currently op-
erational Commission of Inquiry on Syria, the
Commuission of Inquiry on Eritrea, and the Com-
mission of Inquiry on the 2014 Gaza Conflict, to
cite a few recent examples. UN country special
rapporteurs for Eritrea, Iran and North Korea
have never been able to visit their respective
countries of concern. Inability to travel to the ter-
ritories in question can not only impede fact-find-
ers’ access to crucial information and key
witnesses, but also opens the mission’s report to
criticism and accusations that its findings are one-
sided and based on incomplete information.*

A second limitation of the investigative mission
approach is the enormous investment in re-

‘ an emerging pattern [is] the growing
refusal on the part of an increasing
number of member states to grant the
human rights mechanisms access -
either to countries generally, or to

specific regions ¢

—UN High Commissioner for

Human Rights, September 2016

sources and time that such initiatives demand.
Fact-finding missions are extremely costly, requir-
ing international travel for mission staff to attend
orientation and conduct in-country visits; security
details; and interpreters, drivers and other sup-
port staff, to name just a few costs. Moreover, fact-
finding missions often operate painfully slowly,
with months or even years passing between the
establishment of the mandate or modalities of a
visit and the publication of a final report. As such,
although fact-finding missions may be effective at
reaching conclusions about allegations of past
events, they are ineffective at responding to crisis
situations in which reliable information is needed
quickly.

A third challenge is the frequent tendency of fact-
finding missions to be tainted by the political fac-
tors surrounding their creation. Often, fact-
finding missions are perceived to have been es-
tablished, implicitly or explicitly, to serve prede-
termined political ends rather than out of an
objective concern for arriving at truth about vio-
lations.?! For example, several state delegates to
the Human Rights Council supported the creation
of a Commission of Inquiry on Syria on the
grounds that it would ‘send a firm message to the
Government of Syria,”* while the same Council
failed to establish an inquiry into violations in
Yemen due to resistance from Saudi Arabia and
its coalition members.” In other cases, political
motives for establishing commissions of inquiry
can include to resolve conflicts or to take on the
appearance of ‘doing something’ while avoiding
real measures to address the violations in ques-
tion.* No matter how well intentioned the com-
missioners or rapporteurs are, perceptions of
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political motives seriously hamper a mission’s le-
gitimacy and ability to secure the cooperation of
key actors, and can even jeopardize concurrent
political reconciliation processes.” Suspicions of
political motives may also drive states to view ac-
cusations of violations as an attempt to discredit
them rather than objective findings deserving of
attention.”

A fourth challenge is the lack of official interna-
tional institutions to oversee monitoring and com-
pliance under the Geneva Conventions and most
other instruments of IHL. In contrast to the inter-
national and regional institutions created in re-
cent decades in the human rights field, the THL
system continues to rely for its implementation al-
most exclusively on states parties and the relations
of reciprocity between them.”” The International
Humanitarian Fact-Finding Commission, the offi-
cial investigative body established under Addi-
tional Protocol I to the Geneva Conventions, has
only ever been called on once to undertake an in-
vestigation. For its part the International Commit-
tee of the Red Cross, which often undertakes
inspections of detention centres and looks into
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compliance with IHL, is governed by a practice of
confidentiality.

A fifth and final challenge has to do with ques-
tions of legitimacy and representation which arise
from the practice of relegating human rights fact-
finding to the domain of foreign experts and pro-
fessionals. The professionalization of fact-finding,
although important in setting high standards of
conduct, also serves to make human rights a dis-
tant and foreign concept to the very people it is
meant to serve.”® This is illustrated by the fre-
quency with which conspiracy theories about the
hidden agendas of fact-finding missions circulate
among the local population.” While the choice of
personnel who do not have prior ties with the
country in question may help to minimize bias, it
also forces investigators to rely on interpreters,
adding an extra layer between the victim and in-
vestigator and increasing the likelihood of distor-
tion.*® This disconnect between victims of
violations and advocates for their protection low-
ers the likelihood that human rights concepts will
gain traction and win public acceptance in a given
society in the long run.*



traditional fact-finding models.

Recent developments in
the human rights field

Current socio-political and technological developments have the potential to
fundamentally alter the way in which human rights work is carried out.
Embracing the potential of these shifts offers opportunities for practitioners to
modernize the processes of monitoring, documentation, reporting, and fact-

finding, while simultaneously remedying some of the limitations inherent in

While the investigative mission remains the dominant model
in fact-finding, several on-going developments are rapidly
changing the landscape of the human rights field. This chap-
ter traces the development of two parallel processes: the rise
of civil society, and technological advancement.

Civil society and good
governance

The steady growth in the number of civil society organiza-
tions worldwide since the end of the Cold War, and their
increasing influence in many aspects of public life, has led
some commentators to speak of a ‘power shift’ in interna-
tional politics.*® While definitions of civil society abound,
the term generally encompasses all associative life that is
distinct from the state and the market, although some use
the term to refer exclusively to non-governmental organi-
zations (NGOs). While once entirely subordinate to govern-
ments, some NGOs today command financial resources
greater than those of small states, and surpass weaker

states in their ability to provide services to citizens.** More-
over, NGOs meet with heads of state, participate in drafting
major international agreements, and often exert consider-
able influence on the conduct of states through their nor-
mative power.*

Avastbody of literature emphasizes the link between an ac-
tive and engaged civil society on the one hand, and democ-
racy, development, and good governance on the other. One
of the earliest modern theorists on the topic, Alexis de Toc-
queville, argued in Democracy in America that a vibrant as-
sociational life fostered the norms and values needed to
promote a healthy democratic society. In 1993, Robert Put-
nam argued in Making Democracy Work that an active civil
society was crucial for building the types of social capital —
such as trust, norms and networks — that make democratic
governance possible. As the post-Cold War period brought
with it the collapse of authoritarian regimes in Central and
Eastern Europe, Latin America, and sub-Saharan Africa, so-
cial scientists pointed to the central role civil society orga-
nizations played in restraining the power of the state,
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forcing it to accept liberal reforms, and ushering
in democratic transitions.*

A related body of literature examines the role of
civil society in peacebuilding in post-conflict soci-
eties. According to this literature, civil society or-
ganizations contribute to transforming the
dynamics of conflict through discursive acts such
as norm-changing, the presentation of alternative
knowledge, and the re-articulation of accepted
narratives.*® Moreover, a strong civil society can
help to reconfigure state-society relations and
build accountable and legitimate institutions able
to respond to conflict.*” Other vital functions per-
formed by civil society in conflict settings include
monitoring, advocacy, intermediation and facilita-
tion, and service delivery.®

These maxims on the democratizing and peace-
building potential of civil society quickly made
their way into development discourse. Since the
1990s, support to civil society organizations has
become a central pillar of Western overseas de-
velopment assistance, peacebulding initiatives,
and democracy promotion programmes in many
parts of the global South.* International institu-
tions have also embraced this rhetoric, with the
United Nations Development Programme holding
that ‘civil society can contribute to build nations
that can withstand crisis, and to drive and sustain
the kind of growth that improves the quality of
life for all.*°

Civil society and
human rights

Civil society also has a powerful role to play in pro-
moting respect for human rights. First of all, civil
society organizations contribute to ‘localising’ in-
ternational human rights norms and making them
culturally meaningful at the domestic level.* Civil
society organizations can help to embed human
rights culture in society, while also fostering a ‘cog-
nitive dissonance’ when there is revealed to be a
disparity between human rights ideals and real
practices, leading to bottom-up demands for
change.*” Civil society organizations also play a vi-
tally important role as ‘watchdogs,” guarding
against abuses by the state.** The primary means
through which they hold states accountable is by
monitoring their implementation of human rights
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obligations and gathering data on violations,
thereby acting as important sources of informa-
tion on a state’s human rights practices. Moreover,
civil society organizations take concrete actions to
defend human rights in their communities, such
as by providing support services to victims, bring-
ing legal cases to court, and proposing new poli-
cies and mechanisms to address abuses. Lastly,
civil society organizations are one of the main
ways through which the voices of marginalized or
invisible groups can be heard and their concerns
addressed.*

On the international stage, human rights NGOs
have come to play a leading role in pushing states
to adhere to international human rights norms.
First of all, international human rights NGOs have
been instrumental in building international con-
sensus around new human rights norms, and
then working to promote their diffusion and con-
solidation.” Furthermore, they contribute to en-
forcement of those norms through the practice of
‘naming and shaming,” by which they produce
compelling information on a state’s violations of
human rights norms, publicize that information
widely, and bring international pressure to bear
on the state in question.*® At a time when being
seen as a human rights pariah in the eyes of the
international community has become more costly
for states, such tactics have often been highly ef-
fective in convincing states to change their human
rights practices.*’

In light of the important function that human
rights NGOs play, their influence has grown signif-
icantly in international governance. NGOs have
participated in drafting new human rights docu-
ments and establishing new international organi-
zations.*® They also perform a variety of roles at
international tribunals, including representing
victims, filing ‘friend of the court’ briefs, or acting
as expert witnesses.** NGOs also play active roles
at regional inter-governmental organizations and
tribunals, including the African Commission on
Human and Peoples’ Rights and the Inter-Ameri-
can Commission and Court of Human Rights.*

In the various organs of the UN, the role of NGOs
has grown steadily more institutionalized over
time. Thousands of NGOs enjoy consultative status
with the UN Economic and Social Council. NGOs
participate in consultations with the Security
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Council and have even drafted Security Council
resolutions.®® At the Human Rights Council, NGOs
are permitted to deliver oral statements and orga-
nize parallel events to highlight key human rights
concerns. They provide input into reviews of state
parties under the Universal Periodic Review pro-
cess, to which they are invited to submit alterna-
tive reports which are reviewed by the OHCHR
and made available to all Council members. They
also provide shadow reports to inform the work
of the human rights treaty-monitoring bodies. In
the words of Claude Emerson Welch, ‘without
NGOs the entire human rights implementation
system at the UN would come to a halt.’*

Critical perspectives

In light of the unbridled enthusiasm with which
civil society has come to be viewed by many
donors, some commentators have called for a de-
gree of caution in blindly extolling the inherent
virtues of civil society. According to some critics,
dominant political science theories on the connec-
tion between civil society, democratization and
good governance are based on the historical expe-
rience of Western countries and do not necessarily
reflect the reality of other regions, including in the
global South. For example, scholars writing on
civil society in the Middle East describe a varied
landscape that includes Islamist parties, tribal
structures, and many other types of associations
that do not fit neatly into Western conceptions of
civil society.>® In fact, some parts of civil society
may actually be rather ‘uncivil’ In conflict set-
tings, civil society organizations may promote nar-
row chauvinist interests rather than encouraging
social cohesion,* or focus on drawing attention to
violations against their own members while
downplaying the suffering of others.”

In many cases, civil society organizations may not
be truly independent from the state, limiting their
ability to serve as watchdogs and critical voices for
change. In authoritarian settings, the state keeps a
close grip on civil society organizations through
complicated registration requirements, regula-
tions, and surveillance.’® Many organizations may
actually be mere extensions of the state, whose
main function is to carry out agendas set by the
government.”” Organizations that are not suffi-
ciently independent from the state may not be
able to influence it.*®

Another issue is that international support to civil
society organizations in the global South has
tended to favour organizations that most closely
resemble Western NGOs - liberal, secular organi-
zations with a pro-democracy orientation.>® How-
ever, these organizations are not necessarily the
ones with the most legitimacy among the local
population. In fact, many of these types of NGOs
are effectively the domain of elites and may enjoy
little real connection with the population at
large.® Foreign funding has served to buttress a
subset of civil society lacking real roots in the com-
munity, while also shifting its activities away from
issues of indigenous concern and closer to the pri-
orities of donors.” The need to appeal to foreign
donors has also led to a new, bureaucratic culture
among NGOs which emphasizes technical skills
such as proposal writing and meticulous docu-
mentation while leaving less time for actual out-
reach work in the community.®

Such practices, although intended to build capac-
ity of civil society, in fact reinforce unequal
power relations between Southern NGOs and
their Northern counterparts. It has been claimed
that Southern NGOs become subordinate actors
in a bureaucratic hierarchy based on Western
standards of technical competence while losing
the autonomy to set their own agendas.®® In fact,
much of the theory about transnational advocacy
networks and ability of NGOs to shape interna-
tional politics is more applicable to major inter-
national NGOs such as Amnesty International
and Human Rights Watch than Southern NGOs.
The latter face high challenges to effective partic-
ipation in the international human rights system,
including the prohibitive cost of travel to interna-
tional capitals, insufficient understanding of in-
ternational human rights mechanisms, and
language barriers.®

The above discussion calls for a more critical and
less hierarchical engagement with NGOs in the
global South through international partnerships
that are truly driven by local agendas and needs.
The key question is how to increase the participa-
tion of Southern NGOs in the global human rights
regime while building their capacity in a way that
acknowledges and nurtures their pre-existing
strengths. As the next section will show, technolog-
ical developments are providing new opportuni-
ties to do exactly that.
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Advancements in
technology

Constant advancements in information and com-
munications technology (ICT) are continuing to de-
fine the way we live in the twenty-first century.
While many of the major innovations in ICT of the
twentieth century - including radio and television
— were primarily one-way forms of communica-
tion, the new generation of technological tools are
increasingly enabling two-way and multi-way
communication® from any place and at any time.
Mobile communication has been ‘the most rapidly
adopted technology in all of human history,
while developments in smartphone technology
have made it gradually more affordable for in-
creasing numbers of people to access the Internet
from their phones. As of January 2017, there were
4.92 billion unique mobile users worldwide, of
which 2.56 billion are active mobile social users,
meaning they use their mobile phones to access
one or more online social media platforms.®’

Social media platforms are defined by their ability
to allow people to create, share and exchange
user-generated content (UGC), including text, pic-
tures and video. These platforms allow ordinary
citizens to instantly reach vast networks of people
worldwide, facilitating the rapid spread of infor-
mation across borders. Having appeared on the
scene relatively recently (the top three social
media platforms, Facebook, YouTube, and Twitter,
were established in 2004, 2005 and 2006, respec-
tively) the penetration of social media increased
very rapidly. As of January 2017, there were 2.8 bil-
lion active social media users in the world, with
an average of 1.3 million new social media users
being added every day.®® On YouTube, a platform
available in 76 languages (covering 95% of the
world’s population), 300 hours of video are up-
loaded every minute.®

A related development has been the rise of crowd-
sourcing platforms, which share in common with
social media platforms that they place ordinary
citizens in the role of content creators. Wikipedia,
the enormously popular online encyclopaedia, is
composed entirely of articles created by users and
contains entries in 250 different languages.
Thanks in large part to the site’s corrective editing
mechanisms, studies have shown Wikipedia en-
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tries to be comparable in quality to mainstream
print encyclopaedias.”” Another area in which
crowd-sourcing techniques have gained sway is in
the field of geography. The increased availability
of real-time, geo-referenced data has led to the
proliferation of live maps, marking a shift towards
what has been called ‘neogeography.”” Open-
StreetMap, built on a crowd-sourced model similar
to Wikipedia, provides highly detailed, publically
accessible maps, including for many parts of the
global South for which reliable maps were previ-
ously in low supply or non-existent.”

The birth of citizen
journalism

The increasing availability of mobile phones and
smartphones, combined with an array of new on-
line tools, have given ordinary citizens unprece-
dented opportunities to participate as content
creators in a new media landscape marked by
greater diversity and decentralization. While news
reporting was once almost exclusively the domain
of professional journalists, today mainstream
news agencies rely much more on user-generated
content produced by camera-wielding citizens,
knowing that their journalists cannot be in all
places at once.

The 2004 Asian tsunami was one of the first major
international news events in which early coverage
was provided almost entirely by ordinary people.”
With the speed at which the tsunami hit, there was
no way that international news agencies could dis-
patch correspondents quickly enough to provide
live on-the-ground coverage. Instead, footage of
the advancing wave and ensuing destruction was
provided by vacationers who had filmed the
events from the safety of their nearby hotel rooms.
As access to some disaster areas continued to be
limited for foreign correspondents, citizen jour-
nalists and bloggers remained a major source of
commentary and footage about the situation on
the ground.

The role of citizen journalists becomes all the
more prominent in situations where hostile gov-
ernments attempt to impose a media blackout on
events in their country. When protests in Tahrir
Square gained momentum in 2011, the Egyptian
government tried hard to keep foreign journalists
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out. Instead, major Western media outlets turned
to social media to gather information about devel-
opments on the ground, scouring Facebook, Twit-
ter and YouTube for updates from protestors in
the square.”

Perhaps nowhere is the reliance on user-gener-
ated content more obvious than in the on-going
conflict in Syria, which has been termed ‘the first
YouTube War.’”® As Syria became one of the most
dangerous places in the world for journalists,
major news outlets stopped sending reporters to
the country.”® Consequently, amateur material up-
loaded on YouTube and other websites has served
as the main window into the horrors of the con-
flict. In contrast to past atrocities such as the 1982
mass killings in Hama, the details of which did not
become known outside Syria until much later,
news of massacres in the current conflict is rapidly
disseminated through social media to a worldwide
audience.” Not only are media outlets becoming
accustomed to relying on user-generated content,
but this type of material is also making it into the
hands of high-level decision-makers. When re-
ports emerged of chemical weapons attacks, a se-
lection of videos scraped from YouTube was
presented to members of the US Senate Intelli-
gence Committee to inform their decision on the
appropriate response.”™

Technology, civil
society, and human
rights

The implications of the above developments for
human rights are many. The spread of mobile
technology has given citizens the basic tools to
monitor and record violations at any place at any
time. This has led to the emergence of ‘the latent
human rights activist,’”” who by mere virtue of
being a bystander to a violation with a mobile in
hand, is propelled into the role of documenter. The
perpetual presence of thousands or millions of 1a-
tent human rights activists could produce a ‘Big
Brother in reverse’® effect, by which human rights
violations are constantly monitored and the ability
of governments to suppress news of abuses is
severely limited. Even in the poorest regions of the
globe, the increasing affordability of mobile tech-
nology has given ordinary citizens the power to
record human rights violations.®

In addition to the new opportunities provided by
mobile technology for monitoring and recording
violations, online platforms provide latent ac-
tivists with the means to rapidly disseminate such
information to vast networks of people. While
achieving coverage of human rights issues in the
traditional media has always been difficult even
for the most prominent and well-funded NGOs,*
social media provide an effective alternative with
comparatively low barriers to participation. By
publishing content online, activists can circum-
vent the usual narratives found in the traditional
media and draw attention to lesser-known is-
sues.® This serves to break down the monopoly on
information previously held by government® and
other powerful actors, and give more of a voice to
unrepresented or oppositional groups.

Social media can also be a powerful tool of orga-
nization, mobilization, and collective action
around human rights issues. The Internet has the
ability to link dispersed groups and communi-
ties,® creating ‘horizontal networks of interactive
communication that connect local and global in
chosen time.”®® An activist in a remote location can
instantly draw the attention of an international
audience to an instance of human rights abuse
and generate an outcry. But the Internet is just as
useful as a mobilizing tool at the domestic level. In
Iran in 2009, social media was the means through
which Iranians shared accounts of vote fraud dur-
ing the recent elections, called for rallies in
Tehran, and documented the regime’s crackdown
on protestors.”” During the 2011 Egyptian Revolu-
tion, young activists used social media to provoke
outrage over instances of police abuse and orga-
nize protests, participating in what some have
termed ‘cyber civil society.’®® In Hong Kong, studies
have found that new technologies enable activists
to connect and mobilize, build a strengthened
sense of community, and facilitate new types of
collective action.*

Persisting inequality

Notwithstanding the many examples of new tech-
nological tools being harnessed in a way that pro-
motes respect for human rights and enables
mobilization around shared norms, there is rea-
son for a healthy dose of realism about their em-
powering potential. Despite the power of social
media to break down barriers to participation in
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the international human rights regime, sharp in-
equalities remain. Firstly, the ability to participate
meaningfully in the online sphere is circum-
scribed by factors such as literacy, educational
level, and command of the English language, dis-
advantaging much of the global South.”® Con-
versely, increased participation in a digital
community established and shaped by the West
raises fears about loss of indigenous cultures and
minority languages.” There are other, less visible
inequalities that underpin online activity as well;
for example, only 16 per cent of Wikipedia editors
are women and they are responsible for only 9 per
cent of the changes to entries on the site,” raising
questions about representation and gender-spe-
cific barriers to participation in the online sphere.

Furthermore, although posting content online is
theoretically free, producing high-quality content
requires enormous investments in time and re-
sources. The need to produce high-quality content
is all the more sharpened by the plurality of
voices on social media, all competing for atten-
tion. Creating appeals that stand out amongst this
cacophony of voices requires technical expertise
in content creation as well as a well thought out
media strategy. Often, it is established media or-
ganizations or only the largest and best-funded
NGOs who have the ability to take on these func-
tions. Therefore, the same actors with the advan-
tage in traditional media will naturally hold the
upper hand in the new media as well.”*

Lastly, despite the growing influence of social
media, there remains a great deal of reluctance to
rely on information disseminated over those plat-
forms. The traditional media — mainstream news-
papers and large radio and television broadcasters
- remain the most trusted source of information
and the biggest influencers of public opinion and
policymaking.** In this sphere, human rights orga-
nizations - to say nothing of individual activists —
are highly disadvantaged. Government actors re-
main the go-to sources of news on public policy is-
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sues, and even the most prominent NGOs struggle
to obtain coverage of their perspectives.” Studies
have shown that NGOs are more likely to find a
voice in the media when they speak on non-contro-
versial topics, and that they often have to alter their
message to conform with the dominant narratives
of the mainstream media.* This calls into question
the ability of human rights organizations to truly
alter existing narratives and change public opinion.

Creating platforms for
modern, meaningful
participation

This chapter has summarised developments in
civil society organization and advances in technol-
ogy that have the potential to foster respect and
accountability for human rights, but has also
raised several critical challenges related to pro-
moting the contribution of civil society in an in-
creasingly digital world. Firstly, how can we build
on the important work that civil society organiza-
tions and activists are already doing and ensure
that their voices are heard where it matters? Sec-
ondly, how can we deepen the participation of
civil society organizations in the online sphere and
break down inequalities in access? Thirdly, how
can we ensure that content produced and dissem-
inated online by civil society activists is taken se-
riously? Fourthly, how can we engage Southern
civil society in a way that is empowering and re-
flects local priorities and cultural sensitivities?

In the next chapter, we discuss the specific ap-
proach to some of these challenges offered by civil-
ian-led monitoring of violations of human rights
and international humanitarian law, particularly
in less secure environments. A case study detailing
the work to establish a system of civilian-led mon-
itoring in Iraq over the last three years seeks to
demonstrate promising ways to harness the latent
power of civil society and technology to move past
some of the current limitations in the field.



Towards a model of
‘civilian-led monitoring’

Civilian-led monitoring embraces new technological tools to place civilians at
the centre of monitoring violations of human rights or international humanitarian
law. It seeks to build on the supply of information on violations already being
collected by amateur activists, and the vast latent supply potentially available
from other civilians, and transform that information into formats that can be used
to draw attention to patterns of violations, hold perpetrators accountable,

achieve redress for victims, and inform changes in policy.

What is civilian-led
monitoring?

Civilian-led monitoring empowers civilians to report viola-
tions securely and accessibly, including through crowd-
sourcing, in formats compatible with international legal
standards on human rights and international humanitarian
law. It represents an innovation with the potential to im-
prove the way the international community arrives at in-
formation about violations and possibly to re-structure the
hierarchy of information sources.

The development of the civilian-led monitoring model was
informed and shaped by many comparable initiatives that
have emerged in a variety of fields in recent years. Various
forms of crowd-sourcing technologies have already been
used — and continue to be used - in fields ranging from en-
vironmental conservation to election monitoring, health-
care and disaster response. A few relevant examples are
discussed below. At the same time, the growth of individual

complaints mechanisms under international human rights
treaties and in the work of international rapporteurs, and
the admission of civil society reports in the UN’s UPR system,
have institutionalized non-governmental information
sources in the international human rights system as a com-
plement - or a challenge - to governmental sources.

First developed in Kenya during the 2007-2008 crisis, the
Ushahidi platform is probably the best-known online plat-
form for crowd-sourcing crisis information. After allega-
tions of electoral manipulation emerged following the
victory of Mwai Kibaki in the Kenyan presidential election,
ethnic violence erupted across the country. The Ushahidi
platform was mobilized in order to allow Kenyans to report
instances of assaults and other human rights abuses. Users
submitted reports by text message, smart phone application,
Twitter, email, or via the web, specifying the time, location
and type of abuse.’” They could also include pictures, video
evidence, or links to media stories to corroborate their re-
ports. These reports were geo-tagged and plotted on a map,
producing a live map of the crisis. The platform proved to
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be successful, garnering contributions from ap-
proximately 45,000 Kenyan users.”

Since then, the Ushahidi platform has been repli-
cated in over 140 countries.” When Haiti was
struck by an earthquake in 2010, the platform was
quickly deployed by a group of students in the U.S.
to create a live crisis map, collecting information
primarily from online sources. The crisis-mapping
exercise was supplemented by the release of an
SMS short code that allowed Haitians to send text
messages specifying their location and requesting
help. A team of volunteers from the Haitian dias-
pora translated these messages from Haitian Cre-
ole so they could be added to the map. The Haiti
crisis map was instrumental in coordinating the
humanitarian response to the earthquake and
identifying victims in need of urgent assistance.'®

In 2011, in the midst of escalating conflict in Libya,
the United Nations Office for the Coordination of
Humanitarian Affairs (OCHA) requested the de-
ployment of crowd-sourcing technology to remedy
their lack of information on the rapidly deteriorat-
ing situation. The Standby Volunteer Task Force, a
network of volunteers with experience in crisis-
mapping, deployed a platform based on Ushahidi
to consolidate information from Twitter, Youtube,
the media, and humanitarian reports. Data gener-
ated and mapped by the platform was used in
OCHA infographics and other communications.
Around the same time, the International Organi-
zation for Migration (IOM) developed its own cri-
sis-mapping platform in Libya, which was used to
disseminate information on IOM operations and
assist stranded migrants.'™

While crowd-sourced information can be of vital
application for crisis mapping and response, in-
cluding in cases of widespread human rights viola-
tions, it has rarely generated the level of specificity
required for purposes of documentation and ac-
countability. On the other hand, the gradual devel-
opment of best practice formats for human rights
complaint procedures, and the dogged dissemina-
tion of international standards, has not in itself led
to a significant increase in the scale of reporting.

Civilian-led monitoring entails the use of crowd-
sourcing to facilitate reporting and documentation
in formats compatible with international legal
standards on human rights and international hu-
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manitarian law, prompting civilian reporters to
categorise and supply supporting information by
recognisable categories of violation. It uses tech-
nology to empower civilians to report securely
and accessibly, using local language(s) as well as
English. Data mined from social media supple-
ments user-generated reports, and the use of mul-
tiple sources assists in the triangulation of reports.

Advantages of the civilian-led
monitoring model

The civilian-led monitoring model boasts many
advantages, especially when compared to existing
methods of violations monitoring. These include
not only practical benefits, but also several intrin-
sic or normative benefits (potential disadvantages
are covered in the next chapter). Some of the main
advantages can be summarized as follows:

* Real-time reporting: In contrast to fact-find-
ing missions, which often take several
months to complete their investigations and
release their reports, the civilian-led monitor-
ing model enables the rapid aggregation and
dissemination of information about viola-
tions. This is because the model relies on indi-
viduals and organizations that are already on
the ground and are able to document viola-
tions as they happen, removing the need to
dispatch outside investigators. Although the
long time delay in involved in traditional
monitoring is understandable, given the need
to meticulously collect, analyse, verify and
format information, there are critical advan-
tages to real-time reporting, even if this
means that information is presented in less
refined formats.' Real-time reporting can
act as an early warning system,'® alerting rel-
evant actors to an escalation in violations and
signalling patterns of violations requiring
further investigation or intervention. In crisis
situations, this type of information can be
crucial in identifying needs and priorities
and planning humanitarian responses.’® The
live maps provided by the geo-referencing
features of the model further facilitate the co-
ordination of appropriate responses.

* Plurality of perspectives: Civilian-led moni-
toring is a model that facilitates the contribu-
tion of a potentially large number of sources.
Traditional human rights monitoring meth-
ods rely on the work of a relatively small
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number of experts who, due to time and re-
source constraints, must make hard choices
about which issues to cover and which to
leave out.’”® However, the low barriers to par-
ticipation that characterize the civilian-led
monitoring model mean that a much wider
variety of perspectives can be included. This
is likely to enhance the accuracy of data, since
the inclusion of a wide number of sources will
help to weed out and correct potentially false,
biased or exaggerated reports.'® A wider di-
versity of perspectives also means that issues
that generally receive less attention, including
those that affect the most marginalized popu-
lations, can be brought to light.

Bottom-up, not top-down: Traditional meth-
ods of human rights monitoring, based on
the work of international investigators who
come up with recommendations directed at
national governments, can be characterized
as top-down. Such tactics are not always ef-
fective. Governments may reject the values
of the international system, or view criticism
of their human rights practices or military
operations as neo-colonial intrusions or vio-
lations of their sovereignty. When govern-
ments have no desire to appear to be playing
the rules of the game, ‘naming and shaming’
strategies are unlikely to produce results.*’
Civilian-led monitoring, since it is based on
the contributions of domestic constituencies,
enables the type of pressure from below that
may be more effective in producing changes
in practice in these scenarios.'®
Participatory: A key attraction of the civil-
ian-led monitoring model is that it removes
the need for intermediaries, placing control
over the process of human rights monitoring
directly with the communities concerned.
One of the drawbacks of traditional methods
of human rights reporting is that it con-
ducted in large part by experts and elites,
often with few real ties to the communities
in question. This raises the possibility that in-
vestigators may bring their own preconcep-
tions and priorities to the table, which may
differ from local needs.'® Moreover, this pro-
cess serves to make human rights and hu-
manitarian values foreign and distant
concepts and deprives local actors from
meaningful roles in the process."° The civil-
ian-led monitoring model, instead, moves

away from this hierarchical model in favour
of participation and decentralization, allow-
ing individuals to engage directly in human
rights monitoring and removing as much as
possible the influence of outside interests.
Giving local communities agency over the
process will increase the extent to which
publics identify and connect with human
rights or humanitarian norms, raising the
chances of broad-based support.***

Harness local expertise: Enabling greater
participation of local communities in moni-
toring issues of concern to them also has
practical advantages. Local civil society ac-
tivists are likely to enjoy greater legitimacy
and trust in the communities in which they
work, have better access to victims and wit-
nesses, be knowledgeable about the cultural
context, and be better placed to judge the
credibility of information."* The civilian-led
monitoring model is based on a recognition
that civil society activists already do a great
deal of human rights monitoring, and seeks
to build upon that work, strengthening the
role of Southern NGOs rather than making
them subordinate actors in the process.
Linguistic diversity: Another way in which
the civilian-led monitoring model allows for
a move away from the North-centric orienta-
tion of human rights reporting is by enabling
reporting in local languages. The human
rights and humanitarian field, especially at
the international level, is currently domi-
nated by the use of the English language. On-
line platforms that allow for reporting and
cross-referencing in other languages will
therefore lead to a more inclusive, diverse
and accessible humanitarian space. They will
also produce information that more accu-
rately reflects the experience of victims by
removing the need for interpreters, in the
first place, and eliminating the step of re-
translation of reports from English into local
languages, in the second place.'

Low-cost: Traditional human rights monitor-
ing is a very resource-intensive process, not
least because of the extensive travel costs in-
volved in bringing international monitors to
investigate the scenes of violations and inter-
view victims and witnesses. Although the
civilian-led monitoring requires some initial
investment in building the required techno-
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logical tools and adapting them to local needs,
the subsequent operation of the model is rela-
tively low cost. Anyone with a mobile phone
or an internet connection can report an in-
stance of abuse, and these technologies are
decreasing in cost and becoming more
widespread over time. Information collected
through the model can then be accessed from
anywhere in the world. Organizations with
the resources and expertise can then decide to
invest more into analysing such information
and publishing it in more refined formats.

* Non-political: As previously discussed, the
work of fact-finding missions is often ad-
versely affected by the political circum-
stances surrounding their creation. Civil
society activists, on the other hand, do not
operate within the same political restraints
as, for example, UN-mandated investigative
missions.'* While governments can frus-
trate the work of international investigators
by denying them access to the country, local
civil society activists are not dependent on
the permission of governments to access the
territories in question. This is not to deny
the other ways in which governments can
attempt to target CSOs and discredit their
work (more about this in Chapter 4).

Case Study: The
Ceasefire project -
pioneering civilian-led
monitoring in Iraq

This case study is based on the experience of the
Ceasefire project, an EU-funded initiative to estab-
lish a system of civilian-led monitoring in Iraq be-
tween 2014-2017, undertaken by Minority Rights
Group International (MRG) in partnership with the
Ceasefire Centre for the Civilian Rights. MRG first
began working in Iraq in 2005, working with civil
society actors and parliamentarians on constitu-
tional drafting, as well as implementing pro-
grammes designed to support the rights of ethnic
and religious minorities. Since then, MRG has
worked closely with civil society activists to refine
their knowledge of international human rights law,
improve their ability to monitor and document vi-
olations, and enable them to engage in advocacy to
defend the rights of their communities. The Cease-
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fire Centre was founded in 2014 as an in-house cen-
tre of specialist expertise on civilian-led monitor-
ing. The same year, a three-year initiative was
launched, funded primarily by the EU, to establish
a system of civilian-led monitoring in Iraq. In the
following, we first set out some background context
on civil society and human rights monitoring in
Iraq, before delving into our experience of pioneer-
ing a civilian-led monitoring model in the country.

Background: Civil society in Iraq

Prior to 2003, civil society in Iraq could be charac-
terized as weak, ineffectual, and lacking indepen-
dence. Although some forms of associational life
have a long history in Iraq, including charitable and
social organizations, professional associations, and
trade unions, the Ba’ath regime’s harsh repression
of intellectuals and political activists precluded the
possibility of a truly critical and independent civil
society.'® Instead, the regime fostered the growth
of so-called Popular Organizations, which were
firmly under the control of the Ba’ath Party, and co-
opted pre-existing organizations through a system
of rewards.”® In its later years, the regime increas-
ingly promoted identification along tribal, ethnic
and religious lines while destroying spheres for cit-
izens to organize based on shared values."'” The
Ba’ath period was also marked by widespread
state-sponsored human rights violations, including
the imprisonment, torture, and execution of thou-
sands of opponents, the mass expulsion of Shi’a to
Iran, and genocidal policies against the Kurds and
other non-Arab minorities in northern Iraq."*®

After the 2003 American-led invasion, which led to
the toppling of Saddam Hussein, the adoption of a
new constitution, and the holding of democratic
elections, Iraq witnessed an expansion in civil so-
ciety activity. Factors including the atmosphere of
political change, the influx of international donors,
and the need to respond to the growing humani-
tarian crisis all contributed to the establishment of
many new NGOs. Between 8,000 and 12,000'"°
NGOs were registered in the first few years after
the invasion in fields as diverse as humanitarian
relief, development, culture, human rights, and
democracy. The new constitution specifically rec-
ognized the importance of civil society and
charged the state with supporting its activities and
protecting its independence.'® In 2010, a new law
was passed regulating the activities of NGOs and
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specifying the process by which they could achieve
official registration.®" In the northern Kurdish re-
gion, an active civil society had already been flour-
ishing for many years following the establishment
of de facto autonomy from the Iraqi central govern-
ment in 1991.'* A similar law regulating the con-
duct of NGOs was passed there in 2011."

Despite its young age, relative deficit in skills and
experience, and lack of total independence from
the major political parties, Iraqi civil society has
made major strides in recent years. Civil society
advocacy was instrumental to the drafting of the
constitution, the introduction of a 25 per cent
quota for women in the Iraqi parliament, and the
passing of a comprehensive domestic violence
law in the Kurdish region, to name a few major
accomplishments. Civil society organizations have
also stepped in to meet the demand for expertise
on Iraq, partnering with international organiza-
tions to carry out in-country projects.'** Moreover,
the drastic decline in the standard of living since
2003 has led many NGOs to fulfil many important
functions previously performed by the state, such
as water distribution and agricultural planning.'®

The challenges of human rights
monitoring in Iraq

Iraq has been plagued by almost constant insecu-
rity since 2003. The US-led occupation, including
the Coalition Provisional Authority’s decision to
disband the Iraqi army, created a security vac-
uum, leading to a complete breakdown in law and
order. Militias proliferated in the streets of Bagh-
dad and other cities, committing abuses against
the civilian population and attacking Coalition
forces and their perceived supporters, while US
and other Coalition troops also committed abuses
against Iraqi civilians. During the worst period of
violence from 2006-2007, close to 3,000 civilians
were Kkilled per month in attacks which often
played out on sectarian lines.'* Political instabil-
ity continued after the withdrawal of US troops in
2010, fuelled by accusations of sectarian discrim-
ination by the Nouri Al-Maliki government.

The fragile security situation has long compro-
mised the availability of reliable monitoring infor-
mation about human rights and IHL violations in
Iraq. Amidst constant violence and frequent
threats against Western targets, international mis-

sions often find their movements in the country
severely circumscribed. International organiza-
tions with offices in the country are mostly limited
in their activities to the heavily protected Interna-
tional Zone (or ‘Green Zone’) in Baghdad, or the
relatively stable Kurdistan region. Local human
rights organizations, on the other hand, face a
plethora of challenges, including insufficient ac-
cess to opportunities for training and capacity-
building; lack of credibility domestically and
internationally; a political culture that still frowns
upon critical expression; unofficial censorship by
militias and others; and constant security threats.
According to a 2011 survey of civil society activi-
ties, ‘gathering information/producing studies’
was the least common activity of Iraqi CSOs.**’

Beginning in 2014, the advance of the so-called Is-
lamic State in Iraq and Syria (ISIS) triggered a new
security crisis in the country. In January 2014, the
group took control of the cities of Ramadi and Fal-
lujah in Al-Anbar governorate, moving on to cap-
ture Iraq’s second-largest city, Mosul, in June 2014.
In the following months, ISIS expanded dramati-
cally, taking control over significant parts of
Ninewa, Salahuddin, Diyala and Al-Anbar gover-
norates. In the process, they perpetrated horrific
violations against civilians, including targeted at-
tacks against religious and ethnic minorities. These
violations encompassed summary executions,
forced displacement, torture, kidnapping, sexual
slavery, destruction of property and cultural her-
itage, forced conversion, and other abuses.

As a result of ISIS’ expansion and on-going mili-
tary confrontation with Iraqi government-allied
forces, large parts of the country became inacces-
sible to journalists and human rights monitors,
whether local or foreign. ISIS carried out several
widely-publicized executions of foreign journal-
ists, while also brutally silencing local opposition.
Moreover, the group cut or severely limited elec-
tricity and Internet service in areas under its con-
trol, inhibiting outside communication with
civilians trapped inside. In short, information
about the human rights situation was scarcest pre-
cisely when it was needed the most.

Faced with this crisis, the UN convened a special
session of the Human Rights Council in September
2014, at which point an OHCHR fact-finding mis-
sion was mandated to investigate abuses commit-
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ted by ISIS in northern Iraq. The mission travelled
to Iraq between December 2014 and February
2015. However, for security reasons, its in-country
investigations were limited to the three northern
Kurdish governorates, where interviews were con-
ducted primarily with civilians who had fled the
ISIS onslaught. Information about the situation in
ISIS-controlled areas, on the other hand, remained
patchy and incomplete, whether it concerned al-
leged ongoing violations committed by ISIS or al-
leged violations committed by Iraqi security forces.

Designing the pilot

The idea for a civilian-led monitoring project in
Iraq was first conceived in 2013, prior to the ISIS
offensive described above. However, the disas-
trous situation created by the events of 2014
greatly exacerbated the need for the project, and
at the same time impacted its development. A com-
puter engineer with a background in natural lan-
guage processing was recruited to begin work on
building the technological framework of the pro-
ject. The open-source Ushahidi software was used
as the basis to design a bilingual online reporting
platform for violations. The vision for the online
platform was to serve as an integrated platform
with the ability to collect information from a wide
variety of sources, including reports submitted by
users directly to the website, reports submitted by
email and SMS, information posted on Twitter,
and mainstream news reports. Crucially, the plat-
form needed to have the ability to receive and pro-
cess information in both Arabic and English.

One of the first functions that was created for the
online platform was a violations reporting form,
which would allow users to submit reports of viola-
tions directly to the website. The form was based on
elements drawn from a number of existing formats
used by UN special procedures and MRG and other
NGOs. The form was translated into Arabic and its
fields were expanded to cover the wide range of
abuses likely to be reported in Iraq, such as conflict-
related incidents, violations of economic and social
rights, and family-based violence. The form’s ques-
tions ask users at a minimum to specify the title, de-
scription, category, and location of the human rights
violation. However, the expanded sections of the
form ask for additional details about the victim, wit-
ness, consequences, motive, and perpetrator of the
violence, prompting users to supply information
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that could be important in determining the nature
of the abuse according to international standards.
Other features of the form include the possibility for
users to upload photos and other supporting docu-
mentation, or provide links to externally hosted
videos or news stories. The form is also equipped
with an automated geo-referencing feature, which
identifies the location of the violation on the map of
Iraq based on the details the user provides.

A second area of technological development was
the addition of social media data mining tools to
the website, allowing information on human
rights violations to be automatically harvested
from Arabic-language Twitter feeds. The creation
of these tools proved to be technically challenging
from the outset. While there had been many prior
applications of natural language processing tech-
nology towards violent content detection in En-
glish-language social media (most notably in the
areas of cybercrime and cyberbullying), compar-
atively little had been done with Arabic social
media. Moreover, isolating tweets containing in-
formation about human rights abuses required
separating those tweets from the much larger cor-
pus of tweets about violence, many of which
would not qualify as human rights abuses (such as
tweets about criminal acts or accidents).

To do this, the technical team developed a list of
237 violence words in Arabic, which was used as
a filter to arrive at a body of tweets likely to in-
clude tweets about human rights violations. To
further enhance the accuracy of the filter, a sec-
ond layer was added to exclude re-tweets, tweets
containing emoticons, tweets shorter than five to-
kens, and sexual adverts. An initial dataset of
76,619 tweets was then released via the crowd-
sourcing platform Crowdflower to be manually
classified by contributors into seven categories of
violence, one of which was human rights abuse.
Each tweet was classified by between five to ten
different contributors, and tweets classified with
a high degree of agreement between contributors
were included in a final dataset of 20,151.

This dataset was then used to train a computerized
classifier to automatically separate tweets into dif-
ferent categories of violence. Various models of au-
tomatic classification were generated, using
various machine learning techniques, including
deep learning algorithms. Each model produced
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different trade-offs between precision and recall
scores, with an increase in one score generally pro-
ducing a decrease in the other. Datasets produced
by the automatic classifier were manually anal-
ysed in order to identify ways to further increase
accuracy. In the end, the best scores produced were
a precision score of 86 per cent and a recall score
of 84 per cent. At the time of writing, the automatic
tweet classifier was being incorporated into the on-
line platform, in order to allow tweets to be con-
verted into report format and displayed on the
website’s main page. Users could also tweet reports
directly to the platform using the hashtag
#iraqceasefire or its Arabic equivalent.

The online platform requires all reports submit-
ted, whether via the reporting form, email, Twit-
ter, or another method, to be approved by a staff
member before they become visible to the public.
To approve a report, the moderator checks that the
report contains a plausible account of a human
rights violation, and does not contain spam or
other unwanted content. All approved reports are
plotted onto a live map, showing the geographic
distribution of violations by category. Visitors to
the website will also see a list of individual reports
in chronological order next to the map, and can
click on the report title to see further details. How-
ever, sensitive fields, including personal identify-
ing details of victims and perpetrators, are not
viewable to the public.

Towards a network of
civilian monitors

While these technological tools were still in devel-
opment, civil society activists in Iraq were trained
in monitoring, documenting and reporting viola-
tions with a view to enabling them to eventually
use the online reporting tool. A number of training
events were held in Iraq, bringing together activists
from across the country working on different
human rights areas. During these training events,
activists learned general reporting techniques and
legal concepts, in addition to being acquainted with
the specific features of the online tool.

Once a trial version of the online platform was op-
erational, it was piloted with a small group of re-
searchers specialized in violence against women,
who had undergone several rounds of training,

working for an Iraqi partner organization, ASUDA.
Building on two years of experience documenting
cases of violence against women in six Iraqi gov-
ernorates across the country, the researchers
began inputting the data directly into the online
platform using organizational accounts. Their pro-
gramme coordinator at ASUDA was allocated an
account with mid-level administrative privileges,
allowing him to approve their reports and super-
vise the quality of their work. The use of organiza-
tional accounts provided a way for the Ceasefire
project to distinguish reports generated by trusted
and trained civil society partners from reports
generated by the general public.

The reporting tool was then launched to a wider
Iraqi public audience in February 2017 through a
range of outreach tools, including social media plat-
forms. Promotion of the tool in targeted regions of
Iraq via Facebook proved particularly effective, gar-
nering over 20,000 engagements (including com-
ments, shares, and ‘likes’) in only two weeks. It is still
too early to undertake a comprehensive evaluation
of the impact and the reporting content, but the ini-
tial response was very positive. At the time of writ-
ing, more than 800 reports of human rights
violations had been submitted through the online
reporting tool, the majority of which were coming
from Baghdad, Basra, Suleymaniah, Erbil, Kirkuk
and Ninewah governorates. The most commonly re-
ported types of abuse included beatings, threats of
violence, killings, threats against property or liveli-
hood, forced marriage, hate speech, forced eviction
or displacement, and torture or ill-treatment. Viola-
tions by a range of perpetrators were reported, in-
cluding government forces, non-state armed groups,
international coalition forces, and family members.
The majority of reports were submitted using the
expanded version of the form, providing a signifi-
cant level of detail about the victim, witness, conse-
quences, motive, and perpetrator of the violation.

Finally, when designing the online platform, a com-
prehensive security assessment was undertaken in
order to identify the threats and vulnerabilities
most likely to affect the service. Although technical
details on a number of measures taken will not be
detailed here, specific measures introduced to ad-
dress the identified threats include encryption, pass-
word-protection and session time limits, privacy
settings, and measures to prevent data from being
compromised in the event of a hacking attempt.
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Addressing the
challenges of
civilian-led monitoring

Whether it is in quality control, verification, or simply the deluge of information
potentially available, civilian-led monitoring presents a number of significant
challenges. Ethical issues, and the personal and cyber security of activists

themselves, also need careful consideration.

As discussed in the previous chapter, civilian-led monitor-
ing presents several advantages over traditional monitor-
ing techniques, particularly in its suitability to insecure
settings in which traditional monitoring activities are im-
peded. Nevertheless, the model is evidently not without its
problems. In the following section, we discuss some of the
main challenges inherent to the civilian-led monitoring
model, and possible ways to overcome them.

Information deluge

An immediate, and obvious challenge to the civilian-led
monitoring model is the massive amount of information
that can be generated through crowd-sourcing or data-min-
ing methodologies. By widening participation in monitor-
ing to civilians at large, the door is opened to a potentially
limitless flow of information, not all of which might be de-
sirable, relevant or useful. Techniques that pull reports di-
rectly from social media platforms face this problem very
acutely. With the number of social media users worldwide
currently standing in the billions, and with millions of Face-
book posts, Tweets, and YouTube videos shared everyday,
it can be difficult to separate meaningful human rights in-
formation from the ocean of other types of content regu-
larly posted on these platforms.

This presents not only a practical hurdle, but a fundamen-
tal challenge to the work of human rights and IHL advo-
cates. In today’s information-rich societies, an
ever-greater number of issues are competing for attention
from a public with an increasingly short attention span.
Even egregious violations are quickly drowned out by re-
ports of other serious violations. Furthermore, the kind of
information generated through open-access models,
which consists of mass numbers of reports of individual
incidents of violence, makes it difficult to identify the
structural roots and underlying causes of particular types
of violations. In order words, in the absence of contextual
information, it could be difficult to glean from civilian-
generated information why particular violations are sig-
nificant, how they occurred, and what appropriate
solutions should look like.

Automation can be part of the solution to the first challenge
of separating relevant reports from the mass of informa-
tion being shared online. Even in its early stages, the Cease-
fire project’s automatic classifier showed a relatively high
degree of accuracy in identifying social media posts that
contained information about IHL or human rights abuses
and separating them from reports about other types of vi-
olence. More specific filters can be applied as needed to



search for particular types of information. The second chal-
lenge, however, on gauging the wider significance of indi-
vidually-reported violations, requires a human solution.
While the raw data generated through civilian-led monitor-
ing platforms can be valuable for some uses, such as assess-
ing the geographic spread of violations in order to
coordinate humanitarian relief, understanding the under-
lying significance of particular patterns of violations will
necessarily require further analysis. This creates a role for
experienced moderators or researchers to curate and con-
textualize reports of violence, isolating significant events
and providing the background information and analysis
that makes them understandable. There are many existing
projects that follow this curation model, combing citizen-
made videos with analysis of the wider context that makes
them significant — such as YouTube’s Human Rights Chan-
nel, Syria Deeply, and Crowdvoice. Such an approach en-
sures that civilian-generated content is presented in a way
that responsibly communicates its significance and makes
effective responses easier.

Quality control

One of the main innovations of civilian-led monitoring is
that it places violations monitoring into the hands of ‘ama-
teur’ activists, who may have vastly divergent levels of
knowledge and experience with human rights and IHL
standards. This stands in stark contrast to the way human
rights monitoring is currently developing at the interna-
tional level, with its increasing reliance on ‘experts’ who
often have legal qualifications, years of professional expe-
rience, and relevant training. How, then, can one ensure
the quality and accuracy of the reports produced?

The issue of quality is a vitally important one, since it is the
foundation upon which the reputation of monitors is built,
and one of the main bases on which criticism of reports can

be launched.’® Governments accused of violations will
often attack the methodology of a report in order to dismiss
the validity of the entire enterprise and shirk responsibility
for the allegations against them. It is only through a track
record of high-quality and credible reporting that produc-
ers of monitoring information, whether NGOs or other ac-
tors, gain a reputation for reliability and ensure that their
findings will find a ready audience in the future. Con-
versely, revelations of unsound methodology can be suffi-
cient to tarnish the reputation of an entire organization as
well as the issues on which it works."*

One of the grounds on which the quality and methodology
of human rights and IHL reporting is frequently criticized
is through accusations of bias. This is particularly the case
with human rights reporting carried out by NGOs, which
are sometimes deeply enmeshed in an on-going political
struggle or closely associated with a particular policy
stance.’® The heavy reliance on testimony common in
human rights work can also be subject to criticism, due to
the potential for bias in the selection of witnesses and the
strong temptation to seek out the worst examples of
abuse.’!

Another important methodological consideration concerns
the categorization of violations according to the principles
of international human rights and humanitarian law. It can
be argued that it is difficult to carry out fact-finding without
knowledge of international law because it is through legal
principles that one determines what constitutes a violation,
and what does not. Furthermore, classifying violations
often requires making complex interpretive judgements
and determinations. For example, classifying violations
under international humanitarian law depends on assess-
ment of when a conflict began and ended, whether or not
it was international in character, and what degree of con-
trol a state has over particular armed groups. Similarly,
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making judgements about the proportionality of
an attack requires detailed information about the
knowledge, calculations and intentions of parties
to the conflict. Without sufficient legal expertise,
amateur activists may not be able to correctly cat-
egorize violations or to distinguish important
facts and details from irrelevant ones.'*

The above issues represent significant challenges
if participation in monitoring is to be widened to
the level of amateur activists. However, civilian-
led monitoring does not necessarily imply total
decentralization. The model of ‘bounded crowd-
sourcing’ represents a viable halfway point be-
tween the professionalized approach to data
collection and a fully crowd-sourced approach.
Under this model, trusted human rights organi-
zations are invited to contribute to the system
and then invite other activists and researchers
from their network for whom they can vouch.
This approach can be compared to the ‘snowball’
sampling in statistics whereby a small number of
participants are chosen for inclusion in a study
based on meeting certain criteria, and then
asked to refer other participants who meet the
same criteria."*®

This is the approach that the Ceasefire project
adopted in Iraq, by piloting the online platform
with a human rights organization with which the
project was in longstanding partnership. The or-
ganization began using the system with its own
staff researchers. A programme director was
given a user account with higher privileges, allow-
ing him to check the work of the researchers and
approve their reports. The partner organization
then conducted training sessions for activists out-
side their organizations, enabling them to use the
system as well, before the platform was opened to
the wider public.

A bounded approach allows for a widening of par-
ticipation while avoiding some of the problems
that would arise from complete decentralization.
Giving established and trusted NGOs the authority
to train researchers and moderate reports en-
sures a higher standard of reporting.’* The core
reports provided by vetted participants can still
be supplemented by fully crowd-sourced informa-
tion. Although practices vary widely between
NGOs, many organizations take quality control
very seriously and have established rigorous in-
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ternal processes to ensure the credibility of the
content they produce.'® The commitment of
human rights NGOs to rigorous methodologies is
illustrated by the fact that on occasion they have
distanced themselves from the findings of UN in-
vestigative missions on the basis that their evi-
dence was not sufficiently strong."*

However, this is not always the case of smaller
NGOs with limited human resources, budgets, and
opportunities for training. For this reason, pro-
jects seeking to engage smaller NGOs in civilian-
led monitoring should necessarily be coupled
with capacity-building, training, and skills trans-
fer activities. Capacity-building of local organiza-
tions was a core component of the Ceasefire
project’s work in Iraq, with civil society activists
attending periodic training on monitoring, docu-
mentation and reporting standards, including
training on relevant international legal norms.
This has helped to improve the quality and rigour
of civil-society produced information over time.

Verification

A central challenge to the viability of the civilian-
led monitoring model is the widespread perception
that crowd-sourced content is not trustworthy.
Given that crowd-sourced reporting platforms
allow members of the public to freely contribute
with few barriers to participation, there would
seem to be nothing preventing users from submit-
ting false, exaggerated, or otherwise unreliable re-
ports. Fears about the dissemination of spurious
information through crowd-sourcing platforms are
not unwarranted. Where violations are concerned,
especially in conflict settings, competing and con-
tradictory accounts always abound. There are
many potential reasons for the circulation of incor-
rect information. Victims may lie about their expe-
riences out of fear for their security or out of belief
that the presentation of a particular narrative will
lead to material benefits for them. Even honest wit-
nesses may misremember particular details about
their ordeal, especially if some time has passed
since the violation."®” Activists may exaggerate in-
formation in order to advance their cause.'*®
Rights-abusing parties and their supporters may
also deliberately spread propaganda and misinfor-
mation in order to reinforce their own narratives,
deflect blame for violations onto other actors, or
provoke conflict.
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The ongoing conflict in Syria presents myriad ex-
amples of the circulation of false information. Due
to insecurity and the lack of international media
presence in the country, it has been difficult to ar-
rive at credible information about developments
on the ground. In this atmosphere, both pro-gov-
ernment and anti-government elements have pre-
sented manipulated information in order to draw
condemnation of atrocities supposedly committed
by the other side. One place this battle of narra-
tives has played out is on YouTube, where it is easy
to fake videos or re-attribute footage taken else-
where to the current conflict."** In one example, a
widely shared video purporting to depict a Syrian
boy rescuing his sister amidst an onslaught of gun-
fire was discovered to be a staged sequence,
filmed in Malta by a team of Norwegians using
professional actors (albeit without malicious in-
tent)."® In another example, a video claiming to
show Syrian soldiers beating protestors was re-
vealed to have been filmed in Lebanon four years
prior, but only after it had been widely shared by
major news outlets, including Reuters, often with-
out a caveat stating that it had not been indepen-
dently verified."* Similarly, a photo shot by a Getty
journalist in Iraq in 2003 depicting rows of dead
bodies wrapped in white was repurposed and
falsely attributed to the Houla massacre, then un-
wittingly used by the BBC and other media outlets
in their coverage of the story.**

The circulation of incorrect information has the
potential to not only throw crowd-sourcing mod-
els into disrepute, but can actually threaten lives.
False rumours have the potential to ignite ten-
sions in already fragile settings, provoke retalia-
tory violence, or cause mass displacement. They
can also cause public outrage beyond the region
of conflict and lead to support for misguided pol-
icy agendas and interventions. For these reasons,
ensuring the accuracy of user-generated content
is of utmost importance.

The good news is that there is already a wealth of
expertise and best practices available on verify-
ing crowd-sourced information. Many main-
stream news outlets already depend in practice
on large amounts of user-generated content, and
have developed procedures for assessing the ve-
racity of this type of information. For example,
the BBC has a dedicated Verification Hub staffed
by full-time journalists devoted entirely to veri-

fying user-generated content.’® At their core,
techniques for verifying user-generated content
do not vary greatly from traditional journalistic
practices.** One maxim is the importance of ver-
ifying two elements of the information: the
source and content.'*® Verifying the source usu-
ally requires the journalist to track down the
originator of the content and speak to him or her,
ideally, on the phone. Asking sources specific
questions can quickly reveal whether they are in-
deed first-hand witnesses, or whether the infor-
mation being provided is merely hearsay. If the
source is indeed a witness, he or she can be asked
whether there are additional witnesses or sup-
porting evidence to corroborate the story, which
can then be investigated separately.

Even if content has been submitted anonymously
or through a username that does not reflect the
real identity of the user, there are still ways to
track down the identity of the content creator. If
the user’s YouTube profile contains a website URL,
domain lookup services such as who.is can be
used to track down a person’s name and contact
information. If the user has other social media
profiles, these can also provide clues about their
real identity. Websites such as Spokeo, Pipl.com,
WebMii and LinkedIn can also be useful for track-
ing down a source’s personal details.'*

However, in insecure or repressive settings, at-
tempting to communicate with the source of infor-
mation about a violation might be actually
undesirable because it could put the person at risk.
The source also might not speak truthfully over
the phone out of fear of government surveillance.
In such cases, there are other ways in which the
credibility of a source can be gauged. If the crowd-
sourcing platform requires users to register before
submitting reports, a user’s past reports can be
analysed for signs of bias or inaccuracies. Similar
strategies can be followed with reports emanating
from Twitter by analysing the tweeter’s profile
and previous tweets. Recently created accounts
with a small number of followers are less likely to
be reliable than established accounts with a wide
follower base. If a user’s tweets are frequently
retweeted by credible sources, this further attests
to the source’s reliability.**’

After attempting to verify the source, the next chal-
lenge is to verify the content. A first step is to check
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whether other, unconnected sources are reporting
similar information, or whether any media outlets
are covering the story. If the content includes pho-
tos or videos, there are various techniques that can
be followed to check their authenticity. A quick re-
verse image search using TinEye or Google Image
can reveal whether the photo in question is an
original or whether it is merely an old photo that
has been recycled. The same technique can be fol-
lowed using a thumbnail from a video. If a photo
contains metadata, an EXIF reader can be used to
determine the date and time the photo was taken.
If the photo or video contains distinct landmarks
or geographic features, Google Earth and Google
Maps can be employed to pinpoint and verify the
place the photo or video was shot.'*

Another viable verification technique for crowd-
sourced information is the deployment of crowd-
sourcing itself to assess the veracity of report. A
person wishing to gauge the accuracy of a report
can put the information before a network of peo-
ple on the ground, or with expertise in the subject
area, via social media platforms and ask for their
feedback." Journalist Andy Carvin from National
Public Radio received widespread acclaim for his
successful use of this approach to verify informa-
tion posted on social media in Libya during the
Arab Spring.”® The online platform Verily is also
based on this approach. Media organizations and
humanitarian organziations wishing to verify a re-
port can post a question to the Verily board, upon
which users are invited to post evidence under
two categories: evidence that proves the report
and evidence that negates the report.”! Similarly,
corrective editing and discussion page features on
Wikipedia allow users to challenge questionable
content posted by others and are responsible for
the site’s good track record in terms of accuracy.'s

The techniques discussed above offer proponents
of civilian-led monitoring a menu of choices that
can be employed separately or in combination to
verify user-generated content. There are also
other strategies that can be followed to address
the challenge of verification. One is the decision
to opt for a bounded crowdsourcing model, as
previously discussed. By limiting access to the
civilian-led monitoring platform to trusted
human rights organizations and their networks,
the likelihood of receiving spurious reports is
greatly reduced and the need to independently
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verify every report is removed. The Ceasefire plat-
form opts for a hybrid approach. Reports submit-
ted by partner organizations and their
researchers are approved by a supervisor at the
organization and considered verified without fur-
ther investigation, while reports submitted by un-
known users or collected from social media are
considered unverified.

The approach used by the U-Shahid team in Egypt
during the 2010 parliamentary elections offers a
potential model for verifying information sent to
a crowd-sourcing platform. The team opted to tag
reports as verified if at least one of the following
requirements were satisfied: 1) The report was
supplemented by photo or video evidence clearly
confirming the content of the report; 2) The same
report was submitted by two or more indepen-
dent sources; 3) If the report originated on social
media, it was confirmed by an SMS, media story,
or a first-hand witness; 4) At least one of the
sources of the information was known.** Organi-
zations making use of civilian-led monitoring can
develop similar criteria tailored to their needs
and the specificities of the context in which they
are working.

There are also steps that activists themselves can
take to increase the ease with which their content
can be verified, and thereby increase the likeli-
hood that it will be taken seriously. A general
guideline is to provide as much specific informa-
tion as possible as to the time, place, and details
of an incident, saving the verifier time spent es-
tablishing these basics. Activists can also use mo-
bile applications such as InformaCam, developed
by Witness and the Guardian Project, which auto-
matically embeds metadata onto photos and
video, making it straightforward to verify when,
where and how they were created.”* Those shoot-
ing film should attempt wherever possible to in-
clude shots of easily identifiable landmarks,
geographical features, or street signs in their
videos to make verification of the location easier.
They can also state the date and time while film-
ing (or display a copy of the day’s newspaper) and,
if security considerations permit, the victims or
witnesses appearing in the video can be asked to
state their names."**

At the end of the day, not all content will be able
to be verified. This is especially likely to be the
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case in highly insecure or repressive settings in
which the number of activists is limited and the
possibilities of communicating with sources on
the ground are limited. Moreover, certain types of
abuses — namely, invisible, systemic, or hidden
abuses — will always be difficult if not impossible
to verify.">* However, the possibility of occasional
incorrect or unverifiable reports does not detract
from the utility of the civilian-led monitoring, es-
pecially since traditional human rights monitor-
ing is also nowhere near perfect in terms of
accuracy.” In contexts where lives are at stake,
incomplete or imperfect information is still more
desirable than no information at all.'*®

Ethical issues

Any research methodology that relies on the col-
lection of testimony and personal data from vic-
tims of violations immediately prompts ethical
considerations. This is all the more the case when
violations are documented by means of photogra-
phy and video, especially in the digital age, when
sensitive content can be disseminated at an enor-
mous speed to large numbers of people all over
the world.

It is considered good practice for human rights
professionals serving as members of investigative
missions to be bound by the principle of ‘do no
harm’ and to be expected to have training and ex-
perience in interviewing victims of violations.
Moreover, some investigative missions may have
witness protection programmes and referral
mechanisms in place to provide victims of abuses
with psychosocial care or other support services,
although such provision is still not the norm.

However, when amateur activists engage in mon-
itoring and documentation, it becomes more dif-
ficult to ensure that the proper steps are being
taken to protect victims of serious abuse from re-
victimization. If the activist is merely a bystander
who manages to photograph or film an act of
abuse, it is unlikely that he or she would have ob-
tained the consent of the victim before sharing
the content. Even in a more formal interview set-
ting when the consent of the victim is sought, this
may fall short of true, informed consent. Whether
due to illiteracy or lack of understanding of what
is being asked of them, victims may consent to
being interviewed or filmed without having clar-

just as activists are becoming more
adept at using technological tools to
strengthen their work in documenting

abuses, so are governments acquiring

their own tools to enhance control

and surveillance operations

ity on how that content will be used or the rami-
fications of that usage.

Once content about an instance of human rights
abuse is shared publicly, and especially if it is
posted on social media, it can be copied and cir-
culated in unexpected ways, and reach audiences
that no one would have expected it to reach.'’
This can lead to revictimization as the act of abuse
is replayed in front of a much larger audience,'*
and can also serve to degrade the dignity of the
victim by perpetuating an image of powerlessness
and weakness. If the content reaches the perpe-
trator of the abuse, the victim and his or her fam-
ily members could be opened to retaliation and
further violence.

Although the Internet can be a powerful tool for
mobilizing publics in favour of human rights, it
should be remembered that online platforms can
just as easily be used as a tool of abuse. Perpetra-
tor-shot videos of abuse can be used to humiliate
and harass victims.'* ISIS and other armed groups
have used videos of beheadings and other graphic
violations for propaganda and recruitment. An-
other problem with sharing content online is that
the platforms on which activists rely — such as
Facebook, Twitter and YouTube — are private com-
panies governed by corporate interest, whose
terms of service are not necessarily tailored to-
wards protecting human rights.'®* For this reason,
the decision to publish or share sensitive content
online should only be taken after a careful weigh-
ing of the potential benefits and possible risks.

Training programmes for activists involved in
civilian-led monitoring should include a discus-
sion of issues of consent, dignity and privacy. Ac-
tivists should be encouraged to employ a rights-
based approach to documentation that preserves
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the dignity of the survivor and emphasizes the re-
sponsibility of the witness. There are plenty of re-
sources, guidance manuals, and standards of
practice in circulation that can be consulted for
the purposes of training. For example, the organi-
zation Witness recommends adopting a ‘worst-
case scenario’ model of informed consent when
filming victims of human rights abuses. In this
model, the film maker engages in an honest dis-
cussion with the victim about the benefits and
risks of agreeing to be filmed and invites the vic-
tim to imagine the ‘worst-case scenario’ — for ex-
ample, if the footage were to fall into the hands of
the victim’s oppressor or abuser. If, after consid-
ering the worst-case scenario, the victim still
agrees to be filmed, informed consent will have
been obtained.'®®

Training could also familiarize activists with new
technological tools available to enhance the pro-
tection of victims. For example, the ObscuraCam
mobile application allows film makers to inten-
tionally pixelate the faces of subjects they film.
YouTube has also recently released a face-blur-
ring tool allowing users to preserve the
anonymity of people in the videos they upload.'*

The protection of victims should also be a key con-
cern of organizations that are storing large
amounts of personal data collected through civil-
ian-led monitoring systems. Studies have shown
that even anonymized data, when combined with
other existing information, can be used to identify
individuals with alarming accuracy.’® In an age
of cyber attacks, organizations need to be aware
that if the data they collect falls into the wrong
hands, it could endanger already vulnerable pop-
ulations.'® The humanitarian sector is increas-
ingly becoming aware of the risks involved in the
collection of personal data and the need to de-
velop strategies to mitigate these risks. Human
rights organizations, too, need to be cautious
about the way they present individually identifi-
able data, and carefully consider whether the
mere collection of some types of data could pre-
sent unjustifiable risks to victims.

Security

Human rights activists all over the world face
risks because of the important but dangerous
work that they do exposing abuses. This can take
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the form of threats, harassment, confiscation of
personal property, imprisonment on fabricated
charges, torture, and in the worst cases, assassi-
nation. Activists are not the only ones at risk;
often their family members, friends and col-
leagues are also targeted for attacks. Advance-
ments in technology have provided powerful
tools to activists for documenting and publicizing
abuses, but they also bring with them new types
of risks. It is essential that all those involved in
civilian-led monitoring initiatives be aware of
these risks and develop strategies on how to mit-
igate them.

The use of mobile and digital technologies makes
activists vulnerable in many different ways. Cell
phones, especially those with GPS capabilities, are
easy to track, and text messages sent to crowd-
sourcing platforms can be monitored and inter-
cepted.'” Similarly, content posted online leaves
digital traces that can be used to track down and
target activists.’®® Moreover, personal data that is
easily accessible from social media pages can be
used not only to track down activists, but also to
uncover their entire networks.' The Syrian and
Iranian governments have forced captured ac-
tivists to divulge their email and social media
passwords, allowing them to track down and ar-
rest other activists from their networks."”’ Gov-
ernments have also ordered social media
platforms such as Facebook and Twitter to hand
over private information about activists.'”* Gov-
ernments can also sabotage the work of activists
through censorship, by preventing access to cer-
tain sites or interfering with an organization’s in-
ternet connection."”” During the 2009 protests in
Iran, the government slowed internet service to a
crawl while combing through online communica-
tions looking for content related to the protests.'”

The widespread use of photo and video in docu-
menting human rights abuses presents its own
types of risk for activists. Governments can match
faces in photos and videos with content publically
available on social media to identify activists.'*
During the 2009 protests in Iran, the government
extracted still shots of protestors’ faces from
videos uploaded on YouTube, posted them online,
and requested the public to identify them.'” The
Bahraini government used similar tactics after
the 2011 protests, taking to Facebook and Twitter
to post lists of wanted activists.'”® The emergence
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of face-recognition technology makes it even eas-
ier for repressive governments to track down dis-
sidents.

The above examples illustrate a stark reality: just
as activists are becoming more adept at using
technological tools to strengthen their work in
documenting abuses, so are governments acquir-
ing their own tools to enhance control and
surveillance operations. A whole industry has
sprung up around the development of filtering
and surveillance technologies, which some have
called the new arms trade.'” In a recent example,
the Bahraini government released a tender to de-
velop a ‘National Website Filtering Solution,” ac-
cepting a bid from a Canadian company at the
cost of $1,175,000.178 In the United States, National
Security Agency documents leaked by Edward
Snowden in 2013 revealed the existence of a mas-
sive global surveillance apparatus run by the
American government in cooperation with Aus-
tralia, Canada, and the United Kingdom which
was covertly collecting data on hundreds of mil-
lions of users worldwide."”

Citizen journalists who document and expose
abuses online have often paid a high price for
their activism, whether at the hands of govern-
ments or armed groups. Since 2014, several mem-
bers of the underground citizen journalism
initiative, ‘Raqqa is Being Slaughtered Silently,’
which documents abuses by ISIS and others in
Syria, have been hunted down and killed by gun-
men. One member, Naji Jerf, was killed in Turkey
in broad daylight in retaliation for a film he made
and uploaded on YouTube documenting the
killing of paramedics and other abuses in
Aleppo.' Syria has become one of the most dan-
gerous places in the world for journalists, and at
least 85 percent of those killed have been local
journalists.'®! ISIS has also targeted activists in
Iraq for killings in retaliation for critical content
posted online."®

Human rights activists in the digital age need to
be wary not only of attacks against themselves,
but against their networks and data as well. Dis-
tributed Denial of Service (DDoS) attacks against
human rights activists are on the rise.'® Cyber at-

tacks may be designed to prevent access to certain
platforms, destroy machinery, or infiltrate data.'®*
Due to the fact that the military and civilian sec-
tors often use the same IT infrastructure, in con-
flict settings a strategic attack on a network can
adversely affect civil society.’®® The vulnerability
of human rights organizations to cyber attacks
was demonstrated when the Syrian Electronic
Army, a group of hackers loyal to President
Bashar Al-Assad, hacked into Human Rights
Watch’s website and Twitter feed. The group has
previously used spearfishing attacks to gain infor-
mation about anti-government activists, which
could be used to track them down.'®®

Various parties concerned with the security of
human rights defenders have proposed different
methods by which they can increase their secu-
rity. The Onion Router (TOR), a free software pro-
gramme, hides users’ locations and browsing
patterns and enables anonymous online com-
mun- ication.’®” Some organizations recommend
that activists encrypt all email communications,
not only sensitive ones, and use separate comput-
ers for receiving emails and storing data.'® Others
advise against the use of encryption because of its
tendency to draw more attention from govern-
ment surveillance, and its ability to be decoded.'®
An important issue to note here is that lack of re-
sources, training, and technical competence often
stand as barriers preventing NGOs and activists
from taking proper measures to protect them-
selves from security risks."® As result, training
and skills transfer are important parts of increas-
ing the security of organizations.

Developers of civilian-led monitoring should
work closely with partner organizations to de-
velop risk mitigation strategies that reflect the re-
alities of the context in which they work and the
factors that might put them at risk. For example,
when implementing crowdsourcing in Libya, UN
OCHA opted to develop two versions of the crisis
map: a password-protected map, and a public
map on which reports appeared only after a
twenty-four hour delay. The public map contained
only the title and category of the reports submit-
ted, with no further details or personal
identifiers."
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accountability for violations.

Securing justice and
accountability for
violations of civilian rights

If it conforms to necessary standards, information produced by civilian monitors

can be used in both judicial and non-judicial settings to promote justice and

Monitoring, documenting and reporting human rights and
IHL violations is of little use if this information cannot be
used to effect positive change. One strategy for achieving
change is through holding perpetrators of abuses account-
able for their actions, whether through judicial or non-judi-
cial process.

UN human rights
mechanisms

One of the main ways that states are held to account for vi-
olations of their international human rights obligations is
through the various human rights mechanisms of the UN
system. The human rights treaty-monitoring bodies respon-
sible for monitoring state implementation of human rights
conventions undertake periodic reviews of state parties, in
the course of which they consider reports submitted by the
state under review as well as other stakeholders, and issue
recommendations for improvement. The special procedures
of the UN Human Rights Council conduct investigations into
situations of concern in connection with their thematic or
country-specific mandates. In addition, since its creation in
2006, the Human Rights Council conducts a Universal Peri-
odic Review (UPR) of the entirety of a state’s human rights
commitments every four and a half years.

There are myriad ways in which information produced
through civilian-led monitoring could be used to enhance
the above-mentioned processes. As mentioned earlier, civil
society already enjoys substantial roles within the UN sys-
tem. Most of the treaty monitoring bodies already have well-
established mechanisms for NGO participation, which can
include attending pre-sessional working group meetings,
submitting shadow reports, providing input towards the
treaty body’s general comments, or supporting the individ-
ual complaints process.’®* NGOs also work closely with the
special procedures by submitting communications about
human rights violations and supporting the work of man-
date holders during country visits. Shadow reports written
by NGOs are a fundamental part of the UPR process, since
they are reviewed and analysed by the OCHCR and made
available to the member states of the Human Rights Council
and the public. NGOs have also at times contributed to the
work of the General Assembly and the Security Council.'*®

With data collected through civilian-led monitoring, NGOs
can provide treaty monitoring bodies with more complete
and nuanced information about the human rights situation
in the state under review and encourage them to hold
states accountable for serious and systematic violations. In
cases of escalating violations, they can also use monitoring
information to draw the attention of various UN bodies to



Eyes on the Ground: Realizing the potential of civilian-led monitoring in armed conflict

the situation on the ground and encourage further investi-
gation or other responses. In so doing, they contribute to
shaping the agenda of the international community and
preventing impunity for violations.

The UN human rights mechanisms routinely underscore
the applicability of human rights standards during armed
conflict and have explicitly referenced IHL standards with
increasing frequency. Even the treaty-monitoring bodies,
whose mandates are more closely circumscribed by their
respective (human rights) treaties, have often emphasized
the need to ensure that treaty provisions are interpreted in
a manner consistent with IHL (which in situations of armed
conflict may have more detailed rules).

One of the downsides of pursuing accountability through
UN human rights mechanisms is the fact that the UN system
is characterized by limited powers of enforcement. UN in-
stitutions may stimulate international condemnation of
states’ human rights abuses and issue recommendations
for improvement, but at the end of the day it is up to states
to implement such recommendations or not. Moreover, the
UN remains overwhelmingly state-centric with few practi-
cal avenues for individual participation. Although provi-
sions in some human rights treaties, or their optional
protocols, specify individual complaint mechanisms, many
states have not ratified them. As such, individual victims
are unlikely to achieve redress for human rights violations
committed against them through the UN system alone.

Judicial mechanisms

In contrast to the UN human rights mechanisms, which can
be described as quasi-judicial processes at most, pursuing
accountability through the courts — whether at the national,
regional or international level — can offer victims concrete
possibilities for holding perpetrators to account and achiev-

ing redress for violations. The transitional justice literature
recognizes the damaging effect of impunity on societies
seeking to recover and move past periods of conflict and
widespread human rights violations.'** Consequently, ar-
riving at the truth about past violations and prosecuting of-
fenders has become a common concern of many countries
emerging from conflict or dictatorship.

This development parallels an increasing recognition in in-
ternational law of the individual as a claims holder where
human rights abuses are concerned and, more slowly,
where IHL violations are concerned. One aspect of this
gradual shift has been the increasing attention paid to the
right of individuals to obtain reparations for serious viola-
tions. While reparations have a long history in interna-
tional law, they have normally been conceived as an
inter-state measure.'” However, many of the international
human rights treaties, including the ICCPR, CAT, and CERD,
contain articles providing individual victims with the right
to reparations.®® In 2005, the UN General Assembly
adopted the Basic Principles on the Right to Reparation for
Victims, which was intended to act as a source of guidance
for national and international practice.”” The value of repa-
rations is both material — in that they are designed to neu-
tralize the economic impact of a violation*®® — and symbolic,
in that they validate suffering and restore dignity to vic-
tims." The Basic Principles, as well as established interna-
tional practice, dictate that reparations can take different
forms depending on the nature of the violation suffered,
from restitution, compensation, and rehabilitation to satis-
faction and guarantees of non-repetition.?® It should be
noted that international humanitarian law also provides
for reparations, although there has so far been a greater re-
luctance to apply these provisions to individuals.*

In the following section, we provide an overview of some
of the main avenues available to individual victims to bring

33



34

claims and seek reparations for violations,
whether through civil or criminal process. Subse-
quently, we discuss how civilian-led monitoring
techniques can be harnessed to produce evidence
that could support cases brought before judicial
mechanisms.

Civil litigation

In the absence of a global human rights court,**
the main judicial fora for hearing international
human rights claims are at the regional level. They
allow for varying degrees of participation by indi-
viduals and civil society organizations. The Euro-
pean Court of Human Rights accepts applications
submitted by individuals, non-governmental orga-
nizations, and states alleging violations of the Eu-
ropean Convention on Human Rights. Similarly,
the African Court on Human and Peoples’ rights
receives cases submitted by individuals from
states that have accepted the jurisdiction of the
Court and from non-governmental organizations
with observer status before the African Commis-
sion.*® The Inter-American Commission on
Human Rights also accepts complaints from indi-
vidual victims and NGOs. Although the Inter-
American Court on Human Rights does not allow
individuals and NGOs to file complaints directly,
cases can be referred by the Commission (or by
states) and individual victims are allowed to testify
during proceedings. Significantly, all three of the
regional human rights systems just mentioned rec-
ognize the right of individual victims to obtain
reparations for human rights abuses.?** The Euro-
pean and Inter-American systems, in particular,
have built up a rich jurisprudence of cases involv-
ing armed conflict, including those relating to inter
alia Northern Ireland, south-east Turkey, Chech-
nya, Iraq, Argentina, Guatemala and Colombia.

At the national level, the ability of individual vic-
tims to seek legal remedies for human rights vio-
lations varies widely depending on a state’s
constitutional law, its incorporation of interna-
tional human rights principles into domestic laws,
and its preparedness to address violations through
fair and impartial judicial proceedings. Sadly,
often countries with the worst human rights
records are also characterized by corrupt, ineffec-
tual, or co-opted judiciaries, leaving victims with
little hopes of a fair trial. Moreover, laws bringing
international or constitutional human rights pro-
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visions into effect may not exist, making it difficult
to pursue legal action for violations and leading to
a culture of impunity.

However, hope can be found in the fact that states
emerging from periods of mass violations have
often taken it upon themselves to reverse the im-
punity of the previous era by setting up institu-
tions to receive claims and allocate compensation
to victims of human rights violations. Truth com-
missions are designed the lift the burden off the
judicial system in dealing with mass violations
and promote reconciliation among perpetrators
and victims of human rights abuses.””® They often
establish a hierarchy of violations that prioritizes
the gravest offences, allowing victims (or families
of victims) of extrajudicial killings, disappear-
ances, torture and other serious violations to ob-
tain compensation.”®

The international or transnational character of
many of today’s conflicts means that the victims of
violations may well seek a remedy against a for-
eign state, in its own courts or at the regional level.
While a few states (notably the US) continue to re-
sist the extra-territorial application of human
rights obligations, both regional and national
courts have increasingly recognized that states
owe human rights obligations to local populations
under their effective control when they act abroad
in situations of armed conflict or occupation.?”’
Even where a human rights jurisdiction cannot be
established, it may be possible to bring an action
in tort against a state that has breached its THL
obligations (although various doctrines of judicial
restraint and public policy exceptions present sig-
nificant obstacles to be overcome).

Domestic courts have also been used to bring
transnational claims against foreign perpetrators
for violations committed abroad. The main arena
where most of these types of suits have been
brought forward is the United States, beginning
with the landmark Filartiga vs. Pena-Irala case in
1980 which saw the family of a victim of police
torture and murder in Paraguay sue the perpetra-
tor (after he moved to the US) in a New York fed-
eral district court. By finding jurisdiction for the
case under the Alien Tort Claims Act, the US courts
established a precedent that foreigners could ini-
tiate legal proceedings in the US for serious
human rights violations committed abroad in-
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volving foreign perpetrators.?®® Since then, hun-
dreds of cases involving human rights violations
committed abroad have been brought before US
courts, particularly under the Torture Victim Pro-
tection Act. Transnational human rights claims
have also been brought before other common law
jurisdictions, including Canada, where it is an ac-
cepted principle that international norms form
part of the common law.**

Criminal proceedings

The area of IHL implementation that has ad-
vanced most markedly in recent decades has been
that of international prosecution of war crimes
and other crimes under international law. Begin-
ning with the International Criminal Tribunal for
the Former Yugoslavia and the International Crim-
inal Tribunal for Rwanda in the 1990s, a number
of hybrid courts were subsequently established,
including the Special Court for Sierra Leone, the
Extraordinary Chambers of the Courts of Cambo-
dia, and the Special Tribunal for Lebanon.

The establishment of the International Criminal
Court (ICC) in 1998 represented an important turn-
ing point. Mandated to investigate and prosecute
war crimes, crimes against humanity, and geno-
cide, the ICC has so far publically indicted 39 indi-
viduals in 10 country situations. The design of the
ICC is significant in that it allows for the participa-
tion of victims in court proceedings.”’® Moreover,
the Rome Statute that governs the ICC sets out
comprehensive rights for individuals to repara-
tions, and its Trust Fund had distributed compen-
sation to victims independently of the Court’s
investigations.?"

Meanwhile national prosecutions for war crimes
(including those under ICC implementing legisla-
tion or under various principles of extra-territorial
or universal jurisdiction) are growing in number
but still remain relatively rare.

Using civilian-led
monitoring to support
litigation

Having noted the increasing rights and roles af-

forded to individual victims within judicial pro-
cesses, we turn now to the question of how

evidence collected by civilians,

including photo and video evidence, is

already widely being used in
international criminal trials

civilian-led monitoring can be used to support
and shape proceedings. Although judicial pro-
cesses usually show a heavy preference for eye-
witness accounts presented in court, this is far
from the only source of information consulted
when establishing the facts of a case. During the
preliminary examination phase, criminal inves-
tigators and prosecutors often consult a wide
range of existing information in order to under-
stand the background information relevant to a
particular situation and decide whether there is
basis to initiate a formal investigation.”* As an
illustration, article 15(2) of the Rome Statute of
the ICC explicitly authorizes the prosecutor to
‘seek additional information from States, organs
of the United Nations, intergovernmental or non-
governmental organizations, or other reliable
sources that he or she deems appropriate.” The
need of the ICC to rely on outside sources of in-
formation is particularly acute given that it has
limited resources but is required to examine
many country situations simultaneously; it may
operate in countries where the state is unwilling
to cooperate with the prosecution; and it seldom
has first access to territories in the direct after-
math of massacres perpetrated during periods of
armed conflict.”® Consequently, information col-
lected through civilian-led monitoring can play
a crucial role in establishing a timeline of events,
elucidating the background context of a particu-
lar case, identifying the main players, and galva-
nizing the political will to prosecute.

Civilian-led monitoring information can also be di-
rectly used as evidence to support a civil or crimi-
nal trial. Civilian monitors will often be the first to
witness and document serious human rights vio-
lations. If organizations supporting them have
recorded their names and contact details, they
may be called upon to present testimony in court.
Moreover, written documents, photos and videos
collected by civilians can also be used as evidence.
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There are many roles that civilian-generated evi-
dence could play in a courtroom, whether serving
as direct evidence (establishing that an incident
occurred), corroborative evidence (reinforcing
witness testimony), contextual evidence (provid-
ing background information), or rebuttal evidence
(refuting an allegation).?* In fact, cases in which
multiple types of evidence are available to support
an account of an incident are often the
strongest.?”> Broad-level datasets generated
through civilian-led monitoring can also be used
to illustrate larger trends or patterns of violations,
which can be crucial in establishing the scale of
criminality or elements of particular crimes (for
example crimes against humanity, which require
acts to form part of a widespread or systematic at-
tack directed against a civilian population, with
knowledge of the attack).?'s

In reality, evidence collected by civilians, including
photo and video evidence, is already widely being
used in international criminal trials. Cases
brought before the International Criminal Tri-
bunal for the former Yugoslavia and the Interna-
tional Criminal Tribunal for Rwanda involved
significant amounts of video evidence collected by
journalists and civilians.?"” The Special Tribunal
for Lebanon’s 2011 indictment of four Hezbollah
members for the assassination of Prime Minister
Rafic Hariri was also based in large part on evi-
dence collected by mobile phones.*® In the
Lubanga case before the ICC, which led to the
Court’s first conviction, a video produced by a Con-
golese organization was a central piece of evi-
dence used to prove Lubanga’s involvement in
forced recruitment of child soldiers, a crime for
which he was eventually found guilty.?* The ICC
investigations into cases from Kenya, the Ivory
Coast, and Libya have also involved significant
amounts of digital evidence collected from mo-
biles, social media, and email.??° In the words of an
expert panel commissioned in 2013 to review the
use of digital evidence at the ICC, ‘digital informa-
tion is the ‘rule rather than the exception’ in cur-
rent investigative activities.’*

The evidentiary use of information collected by
civilians, especially digital evidence, is not with-
out its problems, however. When confronted with
photos, videos or other documentary evidence, ju-
dicial decision-makers will often require the cre-
ator of the evidence to attend court so that he or
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she can be examined. If the witness has submitted
the content on condition of anonymity, or if the
creator of the content is unknown, the evidence
may be deemed inadmissible.?*? Judicial decision-
makers may also require that a piece of evidence’s
chain of custody be rigorously documented, show-
ing all steps in the transfer of footage from one in-
dividual to another beginning from the time of
creation.?”® If judicial decision-makers do decide
to admit evidence without clarity as to its creator
and chain of custody, they will naturally be con-
cerned with verifying and authenticating its con-
tent, especially considering the ease with which
photos and videos can be faked, tampered with
and altered.” This can be difficult to do if meta-
data has been stripped from photos and videos or
if sufficient explanatory details such as the date
and location of filming are unknown.*”® More-
over, the investment in time and resources that
would be required to verify pieces of digital evi-
dence can sometimes be reason enough for a
court to reject them outright.?*® Photos and videos
are far from the only types of evidence that pose
problems. Poorly taken written statements can be
rejected if they lack appropriate detail,”” whereas
if they contradict with testimonies given in court
by the same witnesses or diverge from statements
taken by other investigators, they can undermine
witnesses’ credibility.?®

Questions of admissibility are likely to pose less
of a challenge in civil law systems, which have a
tendency to admit most evidence and decide pro-
bative value later, as compared to common law
systems, where evidence is more closely scruti-
nized prior to admission.”” Regardless, the evi-
dentiary requirements imposed by judicial
institutions may pose significant challenges for
some organizations, and may even come into con-
flict with their principles and mandates. This is
due to the different goals that underlie human
rights fact-finding on the one hand, and judicial
fact-finding on the other. Judicial processes, espe-
cially criminal trials, are focused on determining
the facts of individual cases in order to arrive at
determinations of liability, or guilt or innocence.
They are less effective at elucidating the struc-
tural and historical roots of violations.*** Individ-
ual criminal convictions, as well as remedies
achieved through civil processes, such as repara-
tions, may not provide long-term solutions to
deeply entrenched problems.?*!
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By modifying their approach to conform to the
stringent standards required by courts, civil soci-
ety organizations or activists may find themselves
duplicating the work of judicial institutions while
losing sight of their traditional goals, which may
involve producing more holistic narratives of vio-
lations and advocating for long-term change. A
focus on producing evidence to be used in court
might also conflict with their need to protect the
anonymity and security of victims and activists
alike. Human rights organizations may also find
that close engagement with judicial processes un-
dermines their neutrality and independence.
Amnesty International, for example, has a policy
of not providing sensitive information to courts or
sending its staff to testify as witnesses because of
its desire to maintain the trust of informants and
preserve its reputation for impartiality.**

For other CSOs, however, engaging with the judi-
cial process may be a core part of their mandate
of supporting victims of violations and securing
accountability for perpetrators. If this is the case,
organizations should maximize the evidentiary
potential of the monitoring information they col-
lect by acquainting themselves with the admissi-
bility standards required by the legal system with
which they are working. This could involve, for ex-
ample, carefully documenting the chain of custody
every time a piece of evidence changes possession.
When collecting photo and video evidence, ac-
tivists can make use of applications that embed
metadata into their content, or at the very least be
rigorous in recording all relevant explanatory in-
formation about the content, including details
about the creator, location, time, devices used, and
any other relevant contextual information.?*®
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Technological advances have meant that civilians are now
enabled to play a greater role than ever before in monitor-
ing and documenting violations during armed conflict or in
other insecure environments. As UN rapporteurs and other
official international monitors are effectively denied access
to a wide range of insecure territories around the world,
civilian monitors have become a complementary, and in
some cases the principal, source of information on what is
happening on the ground to civilian populations.

Civilian-led monitoring has developed on the back of:

*  The huge expansion in popular access to mobile tele-
phony and digital communications;

* The development of crowd-sourcing, digital mapping
and crowd verification techniques, including through
the use of open-source programmes;

* Increased public awareness of human rights stan-
dards and IHL standards;

* Advances in data-mining and news curation using in-
creasingly sophisticated artificial intelligence;

* New opportunities for civil society organisation and
activism created through social media;

¢ Growing receptiveness of UN, inter-governmental and
governmental bodies to information produced by civil
society.

The increase in both the quantity and quality of data from
civilian sources is also a response to the demand for real-
time information and for in-situ monitoring. Traditional
human rights and IHL monitoring mechanisms, including
investigative rapporteurs and fact-finding missions, remain
important but are subject to long time delays, frequent con-
troversy over mandates, and concerns over selective re-
porting. More generally, there is a long-standing but
unresolved debate over which authorities enjoy privilege
in the production and control of monitoring information.

Conclusions and
recommendations

Who owns the truth about human rights and IHL viola-
tions: duty-bearers or rights-holders, parties to conflict or
the victims of conflict?

This report describes the experience and the initial results
of piloting a system of civilian-led monitoring in Iraq.
Funded by the European Union, and implemented by the
Ceasefire Centre for Civilian Rights and Minority Rights
Group International, the project involved capacity-building
and training for local civil society organizations and ac-
tivists, the development of an online bilingual monitoring
platform and the development of new techniques for social
media data mining. The report discusses significant chal-
lenges for civilian-led monitoring, including quality con-
trol, security of activists and victims, and ethical questions
raised by interviewing and documentation undertaken by
unqualified activists.

The recommendations also draw on the deliberations of an
expert seminar held in Geneva in June 2017, drawing to-
gether senior representatives of international organiza-
tions working in IHL and human rights with NGOs
pioneering civilian-led monitoring in the Middle East and
beyond (see Introduction). Both civil society and interna-
tional organization representatives agreed on the desirabil-
ity of ‘professionalizing’ or further improving the quality
of civilian-led monitoring practices, including with regard
to such issues as securing informed consent from intervie-
wees and protecting the chain of custody of documentation
and other evidence. It was noted, however, that standards
applicable to monitoring data — whether procured from
civil society or official bodies — depended on the uses for
which such data was needed, now or in the future; these
ranged from immediate civilian protection to policy-mak-
ing, design of reparations processes, input into truth com-
missions or other transitional justice processes, or criminal
trials. One expert participant emphasized that it was not
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the job of human rights monitors to prove every fact be-
yond reasonable doubt.

Verification remains a major challenge for civilian-led mon-
itoring. The challenges of verifying and authenticating in-
formation posted online are exacerbated during armed
conflict where the deliberate spread of misinformation has
a long history. This report discusses different approaches
and techniques to verifying civilian-led monitoring infor-
mation, and emphasizes the importance of privileging cred-
ible sources. Many verification approaches build on the
techniques and experience developed by large media orga-
nizations for assessing user-generated content.

Civilian-led monitoring is here to stay, but its effective de-
ployment and expansion could be assisted by:

* Appropriate training and capacity-building for civil-
society organizations and activists on the ground in
conflict-affected environments, including training on
monitoring and documentation techniques, IHL and
human rights standards, and cyber security;

* Development of standardised reporting formats and
related technical support in partnership with local civil
society or civilian populations, to reflect the linguistic,
technological and security situation on the ground;

*  Promoting research and technical support for the har-
vesting, analysis and safe storage of civilian-generated

data that is posted online and may be vulnerable to
loss, misuse or erasure;

Protection by states of civic space and the right to free-
dom of expression, including the freedom to seek, re-
ceive and impart information regardless of frontiers;
Strengthened protection mechanisms for civilian
monitors and other human rights defenders, including
improved cyber security infrastructure, sanctions on
internet companies which compromise security of
civilian defenders, and support for emergency evacua-
tion and asylum;

Implementation of rules of procedure of UN and re-
gional human rights mechanisms and IHL bodies to
admit information from civil society sources when-
ever it has probative or documentary value; and pro-
motion of acceptance of individual complaints
procedures by states under the human rights treaties;
Ensuring that civilian monitors and other civil society
activists are not seen simply as a passive source of
data but are empowered to participate fully in civil-
ian protection, peace-building and transitional justice
processes;

Fulfilment by states parties, and non-state parties to
conflict, of their obligations under international hu-
manitarian law and human rights law to conduct
prompt, impartial, thorough and effective investiga-
tions in cases of civilian casualties and to make the
results transparent.
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are effectively denied access to a wide range of insecure territories
around the world, civilian monitors have become a complementary,
and in some cases the principal, source of information on what is
happening on the ground to civilian populations.

Civilian-led monitoring has developed on the back of:

+  The huge expansion in popular access to mobile telephony
and digital communications;

*  The development of crowd-sourcing, digital mapping and
crowd verification techniques, including through the use of
open-source programmes;

« Increased public awareness of human rights standards and
IHL standards;

*  Advances in data-mining and news curation using increas-
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«  Growing receptiveness of UN, inter-governmental and gov-
ernmental bodies to information produced by civil society.
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controversy over mandates, and concerns over selective reporting.
Drawing on the experience of a major pilot of civilian-led monitoring
in Iraq, this report discusses significant challenges for civilian-led
monitoring, including quality control, verification, security of ac-
tivists and victims, and ethical questions raised by interviewing and
documentation undertaken by unqualified activists. The challenges
of verifying and authenticating information posted online are exac-
erbated during armed conflict where the deliberate spread of mis-
information has a long history. This report discusses different
approaches and techniques to verifying civilian-led monitoring in-
formation, including building on the experience developed by large
media organizations for assessing user-generated content.

To support the effective deployment and expansion of civilian-led
monitoring, this report recommends:

- Appropriate training and capacity-building for civil-society or-
ganizations and activists on the ground in conflict-affected
environments, including training on monitoring and docu-
mentation techniques, IHL and human rights standards, and
cyber security;

- Development of standardised reporting formats and related
technical support in partnership with local civil society or civil-
ian populations, to reflect the linguistic, technological and se-
curity situation on the ground;

- Strengthened protection mechanisms for civilian monitors
and other human rights defenders, including improved cyber
security infrastructure;

- Ensuring civilian rights to participate fully in civilian protec-
tion, peace-building and transitional justice processes.
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